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NAT Gateway
Network Watcher

12



=' Microsoft Azure = t 20 Z BX ==

o  Private Link Service
o Virtual Network
o Virtual WAN
o VPN Gateway
o IRBHTRR
o  Azure Container Registry
o  Azure Service Fabric
o IRBEUERERIR
o  Azure Analysis Services
o  Azure Cache for Redis
o Azure Database for MySQL
o  Azure Database for PostgreSQL
o Azure SQL
o  SQL Server Stretch Database

o IT#B Web &R
o APl Management
o  App Service

o I loTHIR
o AzureloT Hub

o Notification Hubs

13



B Microsoft Azure i t 22 Z B¢ =w

1X%2 Azure Firewall

ik

Azure Firewall 2— M =FENNELZ LIRS, IBRESTRMIITEN = REIEE. KISETIEEEE Azure
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A Y
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o IEFBEN{FRASS SKU, MERRERNEIRE SKU, BEEBEEERLZBIER PowerShell ¥ Azure [
KIEFCEITIEE!] Azure fHNIESER,

o ATIEHEMLIFIAIT Azure BIKIBEREN, LAUWELITESR:

o EREIREL, ZHEPHKEMNEE KBRS,

o BEKIGSREERIR. (WNREMAERIREBRE) .

o BEXIGSEHIRABIRGSEMRE. (LR Log Analytics TIEX) .

o TLS ((FmEZR:eM) HaERE. (MR Azure Key Vault, IEBHHEERRA. )

o L IPIEH. THHIKE Azure FIXIEATE IP BUHAIMBIRRARSIRFEEIIZEE.
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o Azure [E¥IZE
o (NZR{ER) Log Analytics
o WNERBER Azure BIXIESRZERT TLS 10ETINEE, WAFEEBERXKIEPERE LA TR :
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1. EBERXIESIE— N FTIEMNLEE (VNet)
2. TEH89 VNet FECERTEAFR, BFE AzureFirewallSubnet,
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https://docs.azure.cn/zh-cn/firewall-manager/migrate-to-policy
https://docs.azure.cn/zh-cn/firewall-manager/migrate-to-policy
https://docs.azure.cn/zh-cn/virtual-network/
https://docs.azure.cn/zh-cn/azure-monitor/
https://docs.azure.cn/zh-cn/key-vault/
https://docs.azure.cn/zh-cn/entra/identity/managed-identities-azure-resources/
https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
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1. [A]35E] A0RIEH Azure BiXIEFERIEELEBIN, TLAER Azure PowerShell 1188 Azure B XIEAIER
BLEMNIICIZEIERE. BXIFMRER, B8R (F PowerShell 15 Azure P XEECEITREE] Azure [X

I/ﬂ'—mﬂ

2. WEREBZX(FAT Azure JHXIESERR, BILAMER Azure PowerShell iITEIIESHERE; &8 Azure Portal
BEIREITREAY Azure BEKIESREE, RESHRIRISNRERE, REEFSEEHXE.

Redeploy-Policy.ps1 2B RIS EFEPEEIF XY Azure PowerShell jii7s,
BiEmfl:

\Redeploy-Policy.ps1 "’
-Policyld <Reourceld> "
-TargetResourceGroup target-resource-group
-NewPolicyName new-policy-name *
-Location chinanorth3 *
-SkuTier Standard

BE
HARIHEIMERI SNAT ERFEEIRE. FELICTXMIRE, RAEFFHiTER. WA ATM, 5
NEZBTIEAERITR.

I HIAREERH Azure PowerShell, 51T Get-Module -ListAvailable Az, EECLEMLIRA, MREBLRLE,
SR Z%%E Azure PowerShell 138,

param (
# Resource ID of the original Azure firewall policy.
[Parameter(Mandatory=$true)]
[string]
$Policyld,

# Target resource group for the new policy.
[Parameter(Mandatory=$true)]
[string]

$TargetResourceGroup,

# New name for the Azure firewall policy.
[Parameter(Mandatory=$true)]

[string]

$NewPolicyName,

# Location for the new Azure firewall policy.
[Parameter(Mandatory=$true)]

[string]

$Location,

15


https://docs.azure.cn/zh-cn/firewall-manager/migrate-to-policy
https://docs.azure.cn/zh-cn/firewall-manager/migrate-to-policy
https://learn.microsoft.com/powershell/azure/install-azure-powershell
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# SKU Tier for the new Azure firewall policy.
[Parameter(Mandatory=$false)]

[string]

$SkuTier = "Premium"

$ErrorActionPreference = "Stop"

function EnsureAzureChinalogin {
Write-Host "Checking Azure login status”
try {
$account = Get-AzContext
if ($null -eq $account) {
throw "Not logged in"
}
Write-Host "Already logged in as: $($account.Account)”
}
catch {
Write-Host "Not logged in. Logging in to Azure China..."
Connect-AzAccount -Environment AzureChinaCloud
$account = Get-AzContext
if ($null -eq $account) {
Write-Host "Login failed. Please check your credentials and try again.”
exit(1)
}

Write-Host "Logged in successfully as: $($account. Account)"”

function CreateNewPolicy {

[CmdletBinding()]

param (
[Parameter(Mandatory=$true)]
[Microsoft. Azure.Commands.Network.Models.PSAzureFirewallPolicy]
$OriginalPolicy,
[Parameter(Mandatory=$true)]
[string]
$NewPolicyName,
[Parameter(Mandatory=$true)]
[string]
$TargetResourceGroup,
[Parameter(Mandatory=$true)]
[string]
$Location,
[Parameter(Mandatory=$true)]
[string]
$SkuTier

16
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$NewPolicyParameters = @{
Name = $NewPolicyName
ResourceGroupName = $TargetResourceGroup
Location = $Location
ThreatintelMode = $OriginalPolicy.ThreatintelMode
ThreatIntelWhitelist = $OriginalPolicy.ThreatintelWhitelist
PrivateRange = $OriginalPolicy.PrivateRange
DnsSetting = $OriginalPolicy.DnsSettings
SqlSetting = $OriginalPolicy.SqlSetting
ExplicitProxy = $OriginalPolicy.ExplicitProxy
DefaultProfile = $OriginalPolicy.DefaultProfile
Tag = $OriginalPolicy.Tag
SkuTier = $SkuTier

Write-Host "Creating new policy”
$newPolicy = New-AzFirewallPolicy @NewPolicyParameters

Write-Host "Populating rules in new policy"
foreach ($ruleCollectionGroup in $OriginalPolicy.RuleCollectionGroups) {
$ruleResource = Get-AzResource -Resourceld $ruleCollectionGroup.ld
$ruleToTransfom = Get-AzFirewallPolicyRuleCollectionGroup -AzureFirewallPolicy $OriginalPolicy -Name $ru
leResource.Name
$ruleCollectionGroup = @{
FirewallPolicyObject = $newPolicy
Priority = $ruleToTransfom.Properties.Priority
Name = $ruleToTransfom.Name

if ($ruleToTransfom.Properties.RuleCollection.Count) {
$ruleCollectionGroup|["RuleCollection"] = $ruleToTransfom.Properties.RuleCollection

Set-AzFirewallPolicyRuleCollectionGroup @ruleCollectionGroup

return $newPolicy

function ValidateAzNetworkModuleExists {
Write-Host "Validating needed module exists"
$networkModule = Get-InstalledModule -Name "Az.Network" -MinimumVersion 4.5 -ErrorAction SilentlyConti
nue
if ($null -eq $networkModule) {
Write-Host "Please install Az.Network module version 4.5.0 or higher, see instructions: https://github.com/Az
ure/azure-powershell#installation"
exit(1)
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}
$resourceModule = Get-InstalledModule -Name "Az.Resources” -MinimumVersion 4.2 -ErrorAction SilentlyCon
tinue
if ($null -eq $resourceModule) {
Write-Host "Please install Az.Resources module version 4.2.0 or higher, see instructions: https://github.com/
Azure/azure-powershell#installation"
exit(1)
}
Import-Module Az.Network -MinimumVersion 4.5.0
Import-Module Az.Resources -MinimumVersion 4.2.0

EnsureAzureChinalLogin

ValidateAzNetworkModuleExists

$originalPolicy = Get-AzFirewallPolicy -Resourceld $Policyld

$newPolicy = CreateNewPolicy -OriginalPolicy $originalPolicy -NewPolicyName $NewPolicyName -TargetResourc
eGroup $TargetResourceGroup -Location $Location -SkuTier $SkuTier

Write-Host "Migration complete. New policy created: $($newPolicy.Name)" -ForegroundColor Green

3. TEBERKIETPEIE—ER Azure Firewall 2, FHERTREHI Azure B KIESRER

SR 3: Mt FNISIE

1. HRIRFTEY Azure Firewall SEHI B AH IR FBCE .
2. HTEEMENER ASGIERS K SN 2 A TERARN .,
3. MAREHCERINEIERERRIEETIE.

TR 4. FZRE
1. BEIEXHEEBRERNNESEZEAE (NSG) LASHEHEY Azure Firewall SEf,
2. ZFEYMREIFAIBE XS, LIRRISE T,

SE 5. i5EBIRER
1. TERBAFTAY Azure Firewall T{EIEES, TTLAMBRIBEAY Azure Firewall SL47,
2. ERIEXIGHABERINRRELATERA.

Sudu 2

S EIN

o  TRIREIFSIEREIITIER, LUBDIIISSHISINE,
o ERIIRED, BEYEENEREMNAE, WRLEE,
o WISBEMEMEE, FTLARERIEIREIREAT Azure Firewall ST,
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HXSEHE

e Azure Firewall 324

e Azure CLI 3Z#Y

o Azure (EL L (NSG) A
o Azure BEHZE MY

BELAESE, EaLARFREE Azure Firewall \A—PMXIHEBEIB — MK, (0EEMAE-A, BH5%E LA
B Azure STHEHIRA.
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1% Azure Key Vault

k5

AFEMEEESUETRE Azure Key Vault  (BBIRERE) N—MREEBRISZ— MK, SEEPEXIEERMEE.
BAWSHER Azure CLI TR, FHFENEENER, HREIETSEMEMIRSHISR/\ .

=

&
FoRFM
pES=EA
o MRBBRER[TEFM
o LTHRZREATEEN
o EFREES DNS ERTESEIN
HEETIE
SR 2o
o f(EIERFER
o &% Key Vault
o TEBEIRKIEBLIE Key Vault
o M&E Key Vault #E
o EHMMNAREREE
o IIESMK

o EEAR

FoRF

IE Azure TR B RIFE BIRX S SR BRRERE.

B ERRERERIIFTE Azure RS OIBKHIIRGS. WTEECEEAMRS, LUEFESRE

TEIRAK,

IRIBRRREERTT, YaeHEAEBRXKIGHEPEFNE BRI,
BIEREEE. VIBFMET, FEIEHEFHRINZ “Key Vault Contributor” Ft,

IERFHIE BRI R AR E P EHCE !
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o INARIIIMEEEIRE.
o EXMBRAEPRIRIF.
o BEEiRRE.

e = — -1
iF=EIR
S, - —
RSB EE LSRN
18T Azure Key Vault FIEIAMEIREZ R E RS HEIRBINIEEREIAMLE, b, IRaEIEX LA g iHE) R

HA—FF IPv4 (Internet HHYARZS 4) #bUBEE. (HAIMINREZRIZRREENBFHLELAIXLRR.
MREFZRREFETRIFEKINPEE T RSEER, WEEEBRXEPHITHERAERE.

SRR BRI EFCEERRERE, LRETEIE VNet 17N, AFARERTSEIRE B,

CRRERIEEER

Azure TRISHERMEMEIIEER Azure FEEDIRS (PaaS). ZEFHBMIIRS S Microsoft STEKEIRSNERE
12, THRIEERNTREERREN, FHESHREUETEALL Internet FIIRERIFF Azure hRE R [ARNER,

BB BT EREERRRERE, LIS VNet FIFW, REA 8 TIREMEIE.

EFBL4E T DNS SEREIESEIR

55 WIEHHECE DNS iIRE, HERRER IP it IERF A HRrI7S2RERTES (FQDN),
PG Microsoft Azure IRSZITHEEEEHITALLRLESAY DNS BB, WEBRIWEREA feFRAERRE R TIER.

SERRERRBRIIMNEEOBSSEE DNS fTRiER. MEZEDEEBETHIHERIRN FQDN 1€/ IP it
ik,

A ER METCRECE € AL AR DNS IRE:

o (BEAENMXME (UEFATFNIK) . JLMEREUN ERIENSHREN DNS,

o (EFEH DNS i, (RAJEFAEF DNS KIESRENE AR R DNS f#tfT, TIISEF DNS Xkt
BEURAIEMNES, LUBATAR E.

o (A DNS ¥&z8 (Wi%) . (RAJ{EMA DNS Ak RENTHMEEEIRA DNS f#t7. €U DNS X
AN, DATERRMZERIEERY DNS fRS588 EERE A DNS Xig,

HEIE

EFazal, EEHREESEUT G
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1. —DBERAI Azure 1T,

2. REIEFN BAREIRAIER.

3. ERHEFIECELFHI Azure CLI,

4. THRIEH Key Vault [REHAIEEHTHIRE, HEMIECESED.

TSR

EILNMRiER
&%, ILAVETELEEPR] Key Vault HORTFIIZR:, LURRIERBIEH Key Vaul BUBFAAESH,

=19 Key Vault

1. BF Azure I,

2. SinEIFEEIBH Key Vault (ZRRERE) .

3. HEEMSHEWRES, HEFEH,

4. EEMFIRREFEESEMN" ER FENT.

5. EEARMEEINE, T TEED, FHRESOH.
"N FIIER SRR FER AL R,

o

{88F8 Azure CLI SB{HINE Key Vault BIFTEZSR. HEFIES.

az keyvault key backup
--vault-name <SourceKeyVaultName>
--name <KeyName> *

--file <KeyBackupFilePath>

az keyvault secret backup *
--vault-name <SourceKeyVaultName> *
--name <SecretName> *

--file <SecretBackupFilePath>

az keyvault certificate backup
--vault-name <SourceKeyVaultName>
--name <CertificateName> *

--file <CertificateBackupFilePath>
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EBIRXIHEIE Key Vault

1. Azure [JPH, Szl Q&R

2. EEFRFHEE Key Vault’,

3. SO Key Vault HEAER, FEZFEHFKE (BIEARE) .
4. SERBIE, HERFRIREPETTMH.

5. BECE Key Vault (EF A EATTIRIEHIEE A%,

M Azure CLI FEBFRXIEBIEE— Y Key Vault,

az keyvault create

--name <TargetKeyVaultName> *
--resource-group <TargetResourceGroupName> *
--location <TargetRegion>

RS Key Vault £

1. SMEFER Key Vault (BRRERE) .
2. HEEMSHE NSRS, HEFEEH,

3. AN LEAREERED RE.

4. EEXNEHXYE, FRERRERER,
"B FIIER SR RERESR EIALE,

o

{£F8 Azure CLI S EDRIEIRIRERI B FRXIEATHT Key Vault H,

az keyvault key restore
--vault-name <TargetKeyVaultName> *
--file <KeyBackupFilePath>

az keyvault secret restore °
--vault-name <TargetKeyVaultName> °
--file <SecretBackupFilePath>

az keyvault certificate restore
--vault-name <TargetKeyVaultName> °
--file <CertificateBackupFilePath>

BN AiERFIE

YR IR FFECE AT AIE AR Key Vault FEFSEhX LR FEER.
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# BRI BRI F 1T R AL B X IR Key Vault
# B E R TR T A e 7o

BEMES izt
| EERRET, FERAESHITING Key Vaul,
2 BRFTEMEN. HERIERET LSRRI,

# BIIG IR TR A B e B LE R I

ETEses

iR IR BRI

SNERFAFT Key Vault MINFREFFIERIET, TLAMFRREXEEIIE Key Vault HIHEREIR.

az keyvault delete
--name <SourceKeyVaultName> *
--resource-group <SourceResourceGroupName>

BELLELR, SELMING Azure Key Vault \A—PMRIFIER RIS — MK, BHREIBIREPFEEES—
£, LUBREIERRTIRS T, MNRBIUHAETE, AJLISHE Azure ETTHIEEERR Azure KA.

THEEZ Azure Key Vault I BX(ER, i58E W T

e  Azure Key Vault 72

e  Azure Key Vault iR

BRI, BRG] Azure STRFEBA,
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1E#% Azure Managed Disks

=k

.
o IBLIE
o HE1: FEHFNHEES URI
o #HE2: SHIFFHEIKA

= I 2.1: AzCopy

o
=

» I 22: Azure CLI
o HW3: EEITREROIEIREEHR

o HE4: BliE VM

=11y

Azure FEEMEIBITEIRS VM HERERIFHEIK,, BT Azure BRIRIERIIRSS (laaS) VM RIHEEIE.
BMTFELEERNE vhd X4, RILTEEREER AzCopy FTEREHH.

AN PIRENBRTERE BTG HZINRESE URI REHITE#ME, AEERL URI THEERE,
BET Vhd XHEBRXEPEEHATEHE.

FELR

£ 1: FNHEFIHRER URI
|, SREENR, TS VM TR SRA, RO,
2. TERMMBEIEFEERBSHER, CAMXIIEATE VM, TR VM LIS,
3. 72N URI SIEAM0AIED. BRARIED 3600 20,
4. &ERE— URL,

5. 8#%iZ URL, i%Z URL R&EREERR—IX,

SR 2: SHRFEEKA

BEMA T LESHIIES R BIRFEEKAS, A30ELL AzCopy #1 Azure CLI BRI AFRITNG, &
B{TiEREA.
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S+ 2.1: AzCopy

{58 AzCopy HHiZHRMNRMNEEHIZI BRAMERITFHEK Blob Fag.
BRINfEER AzCopy , IEE AzCopy N,

AzCopy Gp <IN

azcopy copy "<i& SAS URI>" "<B#x SAS URI>" --blob-type PageBlob
AT B Eaan <l

azcopy copy
"https://md-fvth500tz1jn.blob.core.chinacloudapi.cn/nd2vhh3gsbn2/abcd?sv=2018-03-28&sr=b&si=08af14df-4a
ea-444c-89de-06c251f213ae&sig=xxx"
"https://targetstorage.blob.core.chinacloudapi.cn/targetcontainer/newdisk.vhd?sp=rcw&st=2024-09-13T03:16:24
Z&8se=2024-09-13T11:16:24Z&spr=https&sv=2022-11-028&sr=c&sig=xxx"

--blob-type PageBlob

BEZEL

- TR URI BB MR RIG EIERS, TEEMLMNE SAS ST, - (ZF -blob-type PageBlob A J/EE 7
EELUTE] Blob HETL IS, - B BRIE Al RIS IR E, BRI K IS PSEE, LUER AzCopy
BEB T E R,

12 2.2: Azure CLI

[ Azure CLIVRAB ETE RN S HIEI BT A0EHAIER Blob Z5385h,
Azure CLI (500 :

az storage blob copy start
--destination-blob "< B#x VHD {445 >"

--destination-container "< HirFhalk A S255 > "
--account-name "< BRFAEIKFE>"
--account-key "< BITRFHENKF Key>"
--source-uri "<jJ& SAS URI>"

SR, BEELUBE Azure CLI SeR% AP0 1 SREVAEZIA1545 URI FHEREX SAS URI FT7E.
REB BB AEMUTRAEBITEHRE, XTRE—FMRIFIS.

SCESTENIA, 15E (FH Azure CLIEITEMESH /EHI2IFEKF,
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S 3: EBIRRIRReIEFHATERE

BIVMIT AT AT RIEIREE R, LUTNEE Azure NFPHUTIZIRERIZE: 1. EIPS, SENRE > fTEH
2> 8. 2 WMAFHENETR. 3. EFRRE. 4. TEXBT, EEEFMHE blob, 2JE, M AzCopy @S EH
BtR URI, B TRISSLUERBERR URI. 5. (IREHIRIZ OS #if, 1H5ikiF 08 K8, T HMMERE, Hix
.

S 4: IE VM

SNRIFMA, BEMIZETLUMERFHTERALIE VM, LITERFEN: * &P, EEHE, AREEeE
VM, BEE—HEENX VM BVESEL. * FIA PowerShell FIEIEE, {ESRMNAFEHERIE VM,

B4

B, EEEMIIG Azure FEEREM— N KISEEEIE— K,
BT R AR ES 5, LBRIER IR R,
PRAEFINETRER, TS EMEIR BT AIE,

WNEBENT(AEE, TTLIS%E Azure B XRYEREER Azure IR,

THREZXTERE Azure NIEERIE, 155%:

o Azure ILEMEE Y
o THREAMEIET APl SRERHEZIFIER URI, LISHEIRE.
o THEMEET APT WNIFEE blob BRI TERA.,
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1E#% Azure Storage Account

ik

RETRBIESEUETRS Azure Storage Account A—PMRIFGER RSB — X, BT Azure A STFFEIZEMFRENK
PR, HIFEESEOTIEHEUERIINER.

FoRF(F
EFRiER Lzl BREEL TR
o HRRIKFERRIIRSFITHREE BRI P Zsas.
o XJTTUEIORE, BHMRIRANTIEIESINBRXERIFTIR.
o  RIEEMEIKFEBZNAR, AEHMEMZA], TRFEEEBRXETEHSMEE MRIRER:

o ML, MERLEMAFENIEH
o Azure Key Vault
o Azure BEL
o HIP
o Azure EHEREIRSS
o I8 Azure ITIRFIVERIIE,

FEEEEIR
EiEirRE

EERBIET, SEELRIATHIEEE:

» Blob fFi%: FATXSEFHE.

e Azure Files: BFXHHE,

o Table 7Ffif: F3T NoSQL #iEFfE.
e Queue Ffif: BTEETI,

A HERYRERIR

R RITE A TR EK P RIBR S AN FIRE R ERRE IE AL R RO AE K. XBIRERIRT

e  Azure Web Apps
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Virtual Machines

Azure Kubernetes Service
Azure Container Instances
Azure Functions

Azure Batch

Azure Synapse Analytics
Azure Databricks

HAhERFHERFR Azure IRSS

EThIIE

MYEO: SR ISR/ IRER TEREE, BNEIFS IR R E OREHTT.
FfHBSE: FRIBEAEMA PRI/, TSR NEIRSIEARIE. AHIESIRTS AT seREAV I\
FIERAE.

=

RSN MRAFENER, TLEIRHEEESRDREZFERFRRERSS, IR ESIEA—
HRINEE.

RIMUEN: MTHEERFISESMNZR, FRITIBRBUBRSETE/NYEIAE, NERES
PRIREIR B IR A AE.

AENRRIRIRETTE

MiERY: Bl X ERIENEHMEHZE BRKIEAFMERR.

RERY: EEETHE, FERW Azure Data Factory, AzCopy BY /Sync £#§8( Event Grid SEREfLA
HNEFIZIERBIEFIRIGR RN, HREBIEPHENEEISER.

RE—HM: HE—NRERSR, FIEREFEKF ENEERE, PTRERIGERS, AEKBRER
SiEEFTAFHEKF.

it SIEIIE

BIEFIRILL: fiERlE, FIREMEIRSIRAAIRIQFITOEE (40 Blob A MDS 8 File Y Content-MD5)
SKIGIFERRAIEMY, WRRFER, S BinEElk - PavdiE<e —5.

BEAFIGIE: BEHSEEDD SR TIFALLYY, BIETEUR. MIEHIFIER (ACL) F, MREBIEESTX
EASRRBIEREIEL.

SHGIERRE:. YTEEEKEETEENEME, T TEREEREILLY, WREIER.

RXAEE

ISR TR REr LRI N R, IEEIENSERmEE. FiEZ. LINRATRINTTERRER (BTH
EIEFERS) .
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FEHE

Storage Account

e Azure Storage Account - }& Azure IR P EFEME S — X

Blob Zfi#

3JF Blob Z588

e  Azure Blob - {58 AzCopy £ Azure TZfiEHK P Z [BJEH Blob

o {FM Azure BHETL] /M Azure Blob FEEHIEIE
SIF Azure FEEERE

o TRIBRIEMIE, Azure BIISIHTEMEREINTTEME. BT 1T 2025 F 9 H 30 HRITRE Azure 3F
EEHE RIEXIGREAE.

o BESFE 1§ Azure VM TR E Azure FRVITEHE

Azure Data Lake Storage Gen2
o HLABFE AzCopy TP Z B H
o TILA& (M Azure EUE L) 8§ Azure Synapse Analytics S#IF1%E#E Azure Data Lake Storage Gen2 FIfY
i

Azure Files
e  Azure Files - IES{HEM— SMB Azure M/FHEEZFREEIE— SMB Azure X{HIHL=

o {FH Azure BRI /A Azure M FEETIENE

Table TZfi#

RIBRIEMTE, BATEINENE Table 4% T2 Azure Cosmos DB for Table M, SNSRFELRLELFER Table
7hE, BALSEREINTRE TEIETR.

o JBEUEITFEE Azure Cosmos DB for Table M

o {FH Azure BHETL] /M Azure RIFESEFIEIE
{i5F AZCopy i#iTEHI

BRIEXMIRESZIF Table FHESEHIAIZE AZCopy V8 IRA, ZERYRZA Azure Table IFEHNEFINEEE B
¥, 152%& XM Azure Storage Explorer iIXf875i%.

4,

M8 Azure Storage Explorer i {TiE#%
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RITRSM
o  BELEEEHMRAR Azure Storage Explorer
S8 1 EEREN BN

1. ¥JFF Azure Storage Explorer,

FEMNRREERF, [REFINKF S &S] Azure A&,

FELUAGERESE (W@ Azure Active Directory, {FFTEEIKFRFRANZHES) .
HOREERRAEIK P B AR AENK .

P w0 BN

$IE 2: X8 Table #iE

1. 7E Azure Storage Explorer f, BFFREFEMKF,, KEIETHH Table,

2. GEAGEITIBH Table, R SHIE".

3. RIFENMFHEIKE, FHEWFT Tables,

4. T Tables, G HEMEER".

5. BEENRAENMER, BEEIHNXUNTER
BEAINIEE"source/tableName"S1HE]"target/tableName”; B! n MNELK

Queue TFfi#

T Queue TFERY, BICRATEMXECIEHIAS, FHIHRNBREFSEESARFAT IS, FEIENTIEE
FERIET, SN EERFERAS IR ECE TIREFEAS .

HXSEHE

o I%EHE Azure BURERIRERSE
o BT Azure TEEMIL AzCopy HIMERE
o {§FH Azure CLI EIEFEKP RS

o EBEENIHMEIE] Azure Blob BN
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1% Azure FSHEL

5 Azure XIFER Azure D HTIRSS, &EBHTEZERERT Azure it #H7HY Visual Studio Code TE
R SHREMXE, > FE:

> Visual Studio Y ASA (Azure Stream Analytics) TEY BABHITHIP, EINER Visual Studio Code #AY
ASA TEY REHTILIES.

BRI LASER Azure [JFER{ER PowerShell ZEB#R Azure KIFHRFANEFIEERS. ROELAIAOFIHEOIER
LM FHEI X,

SRS BN T B(EE) Visual Studio Code TE#{T zure RO HTENTERE TIE.

HETE

EFIRZEl, BRRECERESLUTRM:

1. — BRI Azure 1T,

2. FEREAERXIEAIER.

3. %% Visual Studio Code,

4. ZFEAT Visual Studio Code B Azure RO E.
5. {#H Visual Studio Code ERFEX Azure.

TSR

M Visual Studio Code RE RS EL

J65#% Visual Studio Code jEz= LAY Azure By, RRRIF RON TR, HEIFEIBH L.

ADpowerBISF (Running)

AjetaDemoJob (Created)

blobsqlkm (Stopped)

RO RIREEE
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B Microsoft Azure i t 22 Z B¢ =w

SHESHIRS

EEBEUSHEIAMINR, B7E Visual Studio Code FIRDITRIREIERTHEIESHANFL., ARASEHN
DUEERE—SEE,

AZURE e myASAProj.asagl X

7 RESOURCES

> WORKSPACE
» HELP AND FEEDBACK
~ STREAM ANALYTICS

EventHubl

Export lob to Local Project...

1E Visual Studio Code Fh$£Zl ASA /Bl

I & SIS SR B 2B T,
tiEAIRXINEFE

TR BRI AR,
SHEAN i EIR

HBRRXE BRI H R, BT REVATEERIAFNELSEE, fia0 Blob 77f%, =
Ry, SQL #iEESE. RIELIRER, SIBXERIR.

BUEEFRAEY Azure S H{ELL

£ BRI BIEEHTRY Azure ORI, MNREFEESNIEREBIRCIE Azure ORI, ERTLABEIIL
TR, BATELER.

SNEEE BiRin

f£ Visual Studio Code FRYEIRRIEETFIREBIELSBRESHAIIMB X, Rih(*.asaql)3XE, FHkE"
Submit to Azure”, SAISIRREIRBEHITIRIE,
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FEUEREF, ERLUSERESAZIBIREEFEN Azure FOEL, SEEREIE—NIRY Azure ROHTFLL
SNEE.

File Edit Selection View Go Run

If\ = myASAProj.asaql ®
1

~ MYASAPROJ = myASA

Output
Input

Temperature > 2

SNEE
UNERIGEEBIE— TR Azure BOMEUFASNEE, ERIEFEOERXE.
Select the job you want to submit

) Update an existing Azure Stream Analytic

o Create a new Azure Stream Analytics job

Subscription = (I

Resource group * (T

Cluster = (0

Region = (0

China North 3

1ERE Job
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ELLIEBR Azure iR HrEIL

£ ERBXTArSeR, FYEmRXEtEXEENEEH MG, LB Azure NPEILREXER Azure 53
HriEll, FESEMBERXE Azure ORI,

[SENFRRY Azure S {ELL

[EEIFHT Azure OHTRL, FHaZEREAME.

A‘ N 3,
IEIES Mzt
1. @F Azure [JPEE Azure CLI B FHE ARSI NS TIE .
2. FABATEHERRESIEREGE,
3. EEAEN—ERRTIE, MREREURMER BT IEIREESK.

iR

SNEREAFRRY Azure FOHTIRILGEITIESR, ATLABBRIRER A BIEULANER IR,

BT ELR, BEEMIE Azure BOTHEIA—MRFIEBEIS— X, BHRETBIEPFRLES
£, LIBRERERSIRS . MNRBIUTAEM, AJLISHE Azure B XAHEERR Azure AR F.

BXEZER: *BIFiio TEUEkRBIETERANR. * BRSO LE. * THRMEER PowerShell 75
iRk,

B, BRG] Azure STIFEBA,
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1X#% Azure Synapse Analytics T{EX

AN R—RoOHER, NMBUANE Azure Synapse Analytics TAEXM—A Azure KIF#EEIS—MX1,

Bt

AXFRILTRELR LAFFEATIEX, LT TN R RIXE A Azure Synapse Analytics &5 SQL
ORI AR R FAIPIRZXAE, HERHIXIFEIZERT TIFIX, LALHE XTI

HEITE

EFFRZEl, ERRECSEESUTRM:

1.

2.

3.

— NG Azure 1T15,

TR XIS B iR AR

FRX 1, Azure Synapse T{EX 5 Azure DevOps 5, GitHub k. BXIFHER, BESEY Synapse
Studio FAYRISETE,

ERITHIARIIRSS 88 %% Azure PowerShell 1 Azure CLI 185, TEHTHIARIIRSSES L= Azure
PowerShell #] Azure CLI &,

HAE BRI P EFOIEFEMNEIRSS (130 Azure 18853, Azure FHEFN Azure ERHHEFL) |
B EBEI BRI (WNRIRSSHFX %)) .

1§ Azure FRERREIEMMXEL., BXFMER, BSYT Azure FREKFZES—XIE,

HFRXIEA ERXE TEXPIIER SQL ith&FRFN Apache Spark itiZFRHER.

4% Azure Synapse T{EX#ZEEIB—MXIZAILT T

& Azure Synapse THFRM— M REBEBZ— M RKEE— N SLBIRE. THESMELE:

1.

£ BRI EIE— N Azure Synapse TYEX, RIRIEIE— Spark itt, HEESHEXIHTIEFXH
(ERECERR.

FERRRASRMENEERA SaL kR Bk,

TERRH9ZEE SQL Server FEFEIEIENEINERA.

BIEEFARSSEE SQL AN Spark ith#HEENIR.

SNERE(ER Azure DevOps RIEIEREEIE, 154 Azure DevOps BRSSEANFINE Azure Synapse
ET AERIERES (RBAC) Synapse B A hERE.

BRI (SQL MIA. £icA) . %R, BB, SUBE. Spark (FLENAASSFIEIEM Azure
DevOps R EIEEE|BHrXIH Azure Synapse TEX,

& Microsoft Entra FAFEEiRINZ! Azure Synapse RBAC ffs, MNRE(FEMIEETRRIFITEMORIE, &
EUFHE Blob 25158 Azure 174EF] Azure Key Vault +RFEDEHHEEIRR (SA-MI),
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8. MEENAMIIFHESESEMFERALRSES SQL MERNIEIRENZMEKF £, MATER Microsoft Entra FIF
12F"f7h Blob XN "5 71 Blob 5% "AE,

9. EFCIEBEAMEMIZITHS (SHIR),

10. TEB#R Azure Synapse THEXFr) HERBMERE jar,

1. MRTEXEBEBETERIANET, VeIZmEIEEEREER,

12. W BRI PROET TER, HEFRERRXE TIEXAIFTE DNS £H.

13. MRERTIEX PRI T ERARERERE, BEEMKIFETIEXFPHaE—,

14, FEMEXEFH TR TEEUAFBAEEREHE ERRETEXZE, JUMRRXEHFIT/E
X,

h:3=
L 1: EEIRXIAEI;E Azure Synapse T{EX

EARERS R, {RI5{ER Azure PowerShell, Azure CLI #] Azure [P 8l Azure Synapse T{EX., {RiGEIE—
BEEFI— Azure Data Lake Storage Gen2 1K, 1ZMFIG{ES PowerShell BIZAF0 CLI BIAH—ER45, FAIE
TERNEAEFE., EEEFHITEEINE, 1BM DevOps KfEEERIXE PowerShell 8 CLI 7,

Azure [ ]

EHEM Azure NI TIEX, BRERENT: G Synapse TIFXRIEERIRIE,

Azure PowerShell

LATRBIAEES New-AzResourceGroup 1 New-AzSynapseWorkspace cmdlet Gl EAFN Azure Synapse T{E
X,

BEERESER Azure PowerShell JEZFIE R China Azure Cloud, HE T EINEITEAR Azure =Z[E)IR, 15

25 Sign in to Azure PowerShell interactively,

BUEEEIRA

PowerShell

$storageAccountName= "<YourDefaultStorageAccountName>"
$resourceGroupName="<YourResourceGroupName>"
$regionName="<YourTargetRegionName>"
$containerName="<YourFileSystemName>" # This is the file system name

$workspaceName="<YourTargetRegionWorkspaceName>"

$sourcRegionWSName="<Your source region workspace name>"

$sourceRegionRGName="<YourSourceRegionResourceGroupName>"
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$sglUserName="<SQLUserName>"
$sqlPassword="<SQLStrongPassword>"

$sqlPoolName ="<YourTargetSQLPoolName>" #Both Source and target workspace SQL pool name will be same
$sparkPoolName ="<YourTargetWorkspaceSparkPoolName>"
$sparkVersion="2.4"

New-AzResourceGroup -Name $resourceGroupName -Location $regionName

€72 Data Lake Storage Gen2 [k

PowerShell

#If the Storage account is alreadly created, then you can skip this step.
New-AzStorageAccount -ResourceGroupName $resourceGroupName *
-Name $storageAccountName *
-Location $regionName
-SkuName Standard_LRS *
-Kind StorageV2 °
-EnableHierarchicalNamespace $true

gl Azure Synapse T{EX

PowerShell

$password = ConvertTo-SecureString $sqlPassword -AsPlainText -Force
$creds = New-Object System.Management.Automation.PSCredential ($sqlUserName, $password)

New-AzSynapseWorkspace -ResourceGroupName $resourceGroupName *
-Name $workspaceName -Location $regionName *
-DefaultDatalLakeStorageAccountName $storageAccountName
-DefaultDatalakeStorageFilesystem $containerName
-SqlAdministratorLoginCredential $creds

EEEREERMMSIRTEX, BRZEARINEIMISE ManagedVirtualNetwork”,  EZIFM 7 ##T FRY
S, BERITE R MNETE.

PowerShell

#Creating a managed virtual network configuration
$config = New-AzSynapseManagedVirtualNetworkConfig -PreventDataExfiltration -AllowedAadTenantldsForLinki
ng ContosoTenantld

#Creating an Azure Synapse workspace

New-AzSynapseWorkspace -ResourceGroupName $resourceGroupName *
-Name $workspaceName -Location $regionName *
-DefaultDataLakeStorageAccountName $storageAccountName *
-DefaultDataLakeStorageFilesystem $containerName *
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-SqlAdministratorLoginCredential $creds
-ManagedVirtualNetwork $config

Azure CLI

It Azure CLI BIAIS 632 %EEE. Data Lake Storage Gen2 MKFPFISUHZRF, FAKS, B Azure Synapse T{EX

°

BERESER Azure CLI ERFNE R China Azure Cloud, BE T #IMIEARR Azure =Z B, BESR
Azure =E&IE5 Azure CLI,

BUEERIRE
Azure CLI

az group create --name $resourceGroupName --location $regionName

gliE Data Lake Storage Gen2 kP

I THA I F K FISES.
Azure CLI

# Checking if name is not used only then creates it.

$StorageAccountNameAvailable=(az storage account check-name --name $storageAccountName --subscription
$subscriptionld | ConvertFrom-Json).nameAvailableif($StorageAccountNameAvailable){Write-Host "Storage accou
nt Name is available to be used...creating storage account”

#Creating a Data Lake Storage GenZ2 account
$storgeAccountProvisionStatus=az storage account create

--name $storageAccountName *

--resource-group $resourceGroupName *

--location $regionName *

--sku Standard_GRS *

--kind StorageV2 "

--enable-hierarchical-namespace $true

($storgeAccountProvisionStatus| ConvertFrom-Json).provisioningState}else{ Write-Host "Storage account Name
is NOT available to be used...use another name --  exiting the script..."
EXIT}

#Creating a container in a Data Lake Storage GenZ2 account

$key=(az storage account keys list -g $resourceGroupName -n $storageAccountName|ConvertFrom-Json)[0].valu
e

$fileShareStatus=(az storage share create --account-name $storageAccountName --name $containerName --acc
ount-key $key)if(($fileShareStatus|ConvertFrom-Json).created -eq "True"){  Write-Host f'Successfully created th
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e fileshare - '$containerName""

}

€U Azure Synapse T{EX

Azure CLI

az synapse workspace create
--name $workspaceName "
--resource-group $resourceGroupName
--storage-account $storageAccountName *
--file-system $containerName *
--sql-admin-login-user $sqglUserName *
--sgl-admin-login-password $sqlPassword
--location $regionName

LECRITEEIMEG, B LIAMAREESE --enable-managed-virtual-network, BXEZIEI, B5SH T
EXFCEEHARLE,

Azure CLI

az synapse workspace create
--name $workspaceName "
--resource-group $resourceGroupName *
--storage-account $storageAccountName *
--file-system $FileShareName *
--sql-admin-login-user $sqglUserName *
--sql-admin-login-password $sqlPassword *
--location $regionName *
--enable-managed-virtual-network true
--allowed-tenant-ids "Contoso"

£ 2: B Azure Synapse T{ERXPHAISHRN

IR ITEXE, ATEXKRINPXESRN, 15 IP REIE—SEEN. aILMN Azure [JPEEER PowerShell 5
CLI i hnpaKiE,

Azure [JR

R KIBEIHARIN IP USEE, M T EAFEEER .
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e ————w | Firewalls

Synapse workspace

‘» Search (Ctrl+/) save X Discard -+ Add client IP

5 Locks

o The IP addresses listed below will have full access to Azure Synapse workspace ‘synapse-

Analytics pools :
westeurope-ws'.

w SQL pools
& Apache Spark pools Allow Azure services and resources to access this workspace
Security
2 Client IP address 49.37.148.245
(¥} Encryption
E&E Firewalls §8 Rule name Start IP End IP
B Managed identities allowAll 0.0.0.0 255.255.255.255

¢<ly Private endpoint connections

® Approved Azure AD tenants

Azure PowerShell

IE1TLATT PowerShell 3<%, IBISIERETHATILER P HBUESRIZNINPEXAERN, 1RIBIRAOEKEHT IP {BiSEE.
PowerShell

$WorkspaceWeb = (Get-AzSynapseWorkspace -Name $workspaceName -ResourceGroupName $resourceGroup).
ConnectivityEndpoints.Web
$WorkspaceDev = (Get-AzSynapseWorkspace -Name $workspaceName -ResourceGroupName $resourceGroup).
ConnectivityEndpoints.Dev

# Adding firewall rules
$FirewallParams = @{ WorkspaceName = $workspaceName
Name = 'Allow Client IP'
ResourceGroupName = $resourceGroup
StartlpAddress = "0.0.0.0"
EndIpAddress = "255.255.255.255"
}

New-AzSynapseFirewallRule @FirewallParams
BT TR EF TEXAEETRR SQL =HiRE:
PowerShell

Set-AzSynapseManaged|dentitySqlControlSetting -WorkspaceName $workspaceName -Enabled $true

Azure CLI

Azure CLI
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az synapse workspace firewall-rule create --name allowAll --workspace-name $workspaceName °
--resource-group $resourceGroupName --start-ip-address 0.0.0.0 --end-ip-address 255.255.255.255

ETLATHIALEF TIEXAEE MR SQL =5IigE
Azure CLI

az synapse workspace managed-identity grant-sql-access
--workspace-name $workspaceName --resource-group $resourceGroupName

0% 3: Bl Apache Spark it
FRIRXIE TEXRTARRBCEREIE Spark ith,
Azure [JR

EHEM Azure [JFPEIE Spark it, ESRPNEN]: R Azure [ JFEETIRSSES Apache Spark ith,

{RIERTLMRERIRIEN]: 5F Synapse Studio Bi2F0ARS528 Apache Spark jthHRIZER, M Synapse Studio Il
Spark tf,

Azure PowerShell

T 2eIE— Spark itt, HPESW MNEEABHN—ERHERFDR, MUE—1EA 4 MO 32 GB
RAM RI/NBUBFEER/N,  BBHRE, EESIEXKETIEX Spark ithPLEC,

PowerShell

#Creating a Spark pool with 3 nodes (2 worker + 1 driver) and a small cluster size with 4 cores and 32 GB RAM.
New-AzSynapseSparkPool *

-WorkspaceName $workspaceName *

-Name $sparkPoolName *

-NodeCount 3 °

-SparkVersion $sparkVersion *

-NodeSize Small

Azure CLI
Azure CLI

az synapse spark pool create --name $sparkPoolName --workspace-name $workspaceName --resource-group $r
esourceGroupName *

--spark-version $sparkVersion --node-count 3 --node-size small
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&5
F$E 4: X[FEEHR saL it
NEHTTREDHER

EE(HF Azure [JPF1 PowerShell WRHBEZHEMARER SQL ith, BEA7E Azure Synapse Analytics SR
JREF SQL ith,

(EAREXETEXEM saL ithhisER S TER

FRFEXIFTEXEA sQL MRERREABER SaL ARSI BRI TFX, BJLAER Azure [JF. Synapse
Studio B, PowerShell WARFRFHTIER, WNRRKIEARIE, WAEEBLIZTEH TIER.
ERXEHITERRAICNE, BESETH QLI (LIEIFR SQL DW) BIAFESMARMA,

Synapse Studio

£ Synapse Studio &, BILAERERRMNITEFIHHITERIARER SQL ith, SIEEF SQL itbhy, =" Hith
RE"T, EBFTRRFEELEX, NTEHNFEEENR. NRETHFEXNERR, BERAERER
SQLith. &N, ALUSESEHNENERR.
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Create dedicated SQL pool

*Basics | *Additional settings | Tags  Review + create

Customize additional configuration parameters including collation & data source.

Data source

Start with a blank dedicated SQL pool, restore from a backup or leverage a restore point to populate your new dedicated
5QL pool.

Use existing data * 'Z:\_ None Backup :ZI

i ] Leverage a restore point from any dedicated SQL pool in this subscription

to recover or copy from a previous state. Learn more &

Server ar Workspace * (O ‘ Y4 |
Dedicated SQL pool name * (O ‘ sglpooll ~ |
Restore point type * @ Automatic restore points O User-defined restore points

Earliest restore point 2021-06-07T11:50:32 UTC

Newest restore point 2021-07-27T15:50:32 UTC

Select restore point | 07/27/2021 = || 15:50:22 N uTe

Restore points are created at least every 8 hours

AT (oo ] [ ]

EJR sQL itk

Azure PowerShell

iB1TLAT PowerShell IANERTEX, IWHAMERETIFXER SQL jtFiSEImtRSR, EEF LIERER
SQL b, EEITZMAZE], EBMHRERFIM DW100c EFFATENE.

BE B TERFIERA SQL & FRMIZER.

REURR A :
PowerShell

$restorePoint=Get-AzSynapseSqlPoolRestorePoint -WorkspaceName $sourceRegionWSName -Name $sqlPoolNa
me|Sort-Object -Property RestorePointCreationDate -Descending °
| SELECT RestorePointCreationDate -ExpandProperty RestorePointCreationDate -First 1
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1§ Azure Synapse SQL jth#FiR ID ¥#279 SQL iz ID, FENERILESIEZ SQL =z D, fln:
/subscriptions/<Subscriptionld>/resourceGroups/<ResourceGroupName>/providers/Microsoft.Sql/servers/<Wor
kspaceName>/databases/<DatabaseName>

PowerShell

$pool = Get-AzSynapseSqlPool -ResourceGroupName $sourceRegionRGName -WorkspaceName $sourcRegionW
SName -Name $sqlPoolName
$databaseld = $pool.ld

-replace "Microsoft.Synapse", "Microsoft.Sql"

-replace "workspaces"”, "servers"

-replace "sqlPools", "databases"

$restoredPool = Restore-AzSynapseSqlPool -FromRestorePoint *
-RestorePoint $restorePoint *
-TargetSqlPoolName $sqlPoolName *
-ResourceGroupName $resourceGroupName *
-WorkspaceName $workspaceName *
-Resourceld $databaseld
-PerformancelLevel DW100c -AsJob

AT SIRERERIB RIS

Get-Job | Where-Object Command -In ("Restore-AzSynapseSqlPool”) |
Select-Object Id,Command,JobStatelnfo,PSBeginTime,PSEndTime,PSJobTypeName, Error |[Format-Table

WEEHA SQL jthfS, 7E Azure Synapse FEIETE SQL BZRE. SECRBMEERY, SKBIEEE2HH
HEIRIE,

MRBTFT—EFFEFR K, FEBIKEA saL P RIIEENS, P3IFIEHRBEFXEEER saL i, WAl
LE BB SHEIREENS DDL, EEMRmHTER, ARBIHRESHSERESHZ Bing, WaLSEMT
HNE. *EREHET BT TEEER, FASEEH Azure ZE L] 5L Synapse EERHFEUENNZE] Azure
Synapse Analytics 57 * {$iFg Visual Studio 1 SSDT i&E#2EH SQL ith, BJLASE (R Visual Studio # SSDT 1&EE|
Azure Synapse Analytics FA9EHE SQL it (LABIFRF SQL DW)

S8 5. SIETIRSSEE sQL i, Spark itHEHREMIIR

RICEBEMDTIRIRTIRSS 2 SQL tEUREER Spark ith, {EA—FHEIRERIRRIRTTIE, (REJLA:

1. BIEZFEICAF SQL HiA, HhESBETEHCIZERBEME Spark ith. TARSES SQL thEiEE. X, A
ENEEMEAESENEFIIRE. BXEIMES A Azure DevOps B GitHub,

2. WREHEKFSIRESEN, BHHRAIBIEEEERIZMEIKFSTR.
3. flgEE, LISEIMFRRXEARRE. EEFRRE TERFHITREEER, SEERKETEX
ThEliE Spark SQL #iEE. JTARSS=R SQL ith#iER. SNEREUEIR. ME. MBLRBFIIRER.
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4. RKFEXEFHTIFXS Azure DevOps SpkiT, IXEBIMBRAAFMHEEN—8D. HE, (RAILERL
1% 6 FEZIRY DevOps K EERXLABMBRSE BRI TIFX.
5 HEBEMXETIEXG, FfiAXLEE.

S 6: (EF CI/CD SELEMEE

HE 7RI Azure Synapse T{FX 5 Azure DevOps Y, GitHub 55k, LARANMAEIBE BRI BRXETFX
, YEFRER Azure Synapse THFIXAURFREERATIFEEI(T (C1/CD) FRESSTRIBE,

IAFX S Azure DevOps &R/E, RE&IL— 1) workspace_publish 99537, WA ZBETIFXER, &
WRPEIEEICA. SQL WA, RSk, HEHRRS. EiE. AR Spark MRILENFIENENX.

XN3kE Azure DevOps TFiEEERIFREE T 7 T B EA AR TEXERSU

4 TestRepro i* workspace_publish

v Bm synapsedemoworkspacell TemplateForWorkspace.json

D'L*m;JIateF{}rWﬂrkspacc.Jsun Contents History Compare Blame

[ TemplateParametersFo rWorkspace json

o sdated B . aace mublis dreccday
Ml readmemd You updated ¥ workspace_publish Wednesday

B workspacepublish HFEEE.,
BILAMEA TEXIENRIET Azure DevOps A EEEMBMEERES TIER,

MR T EX 5 GitHub 8 Azure DevOps &%, NIAREMNEFOIZEHHESEEN PowerShell 5 Azure CLI il
K, LUSFRAEIE. B8, EERS. . ARSI Spark EXEHER BRI TIEX.,

&E

I RERFATE R EEMARIEE, DEEMRXIETEXHH] Spark FIFARSS=E SQL ith. XISRIMMBEFTH
AUE(TEL.

SR T7: SIERSSRIETH

HEOE SHIR, IBIRIRCIEFIACE HAZEAE TR PRI BIRME,

T 8: MIEEIRHNDEE Azure fi8

JERIAKSIN Data Lake Storage Gen2 ik _EASH TIEXAHEERRDEL Storage Blob Contributor i5[EXR. [E
RTEER SA-MI 1 TEH IR EEFMHEIKF S ECHERIR.  AFBREIEIEIKFE) Microsoft Entra FIFH
2H4>FR Storage Blob Contributor Bf Storage Blob Reader if7|alt¥ R,
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Azure [ ]
RERIE) T /ERIT S RS T AR RS S T7HE Blob #iES 5 AE OB TIERIIEERA,
Azure PowerShell

15" 7=fiE Blob #iE25& "R S IS TIEXAEERR.

5171i# Blob HUES SERINEIFHEIK, LN TERIEERR. 147 New-AzRoleAssignment Bt HEEIR, $HIR
iEE.79"Exception of type 'Microsoft.Rest. Azure.CloudException’ was thrown.”, {BEA&EIFEHF_EIFRRTEAIN
PR,

PowerShell

$workSpaceldentityObjectlD= (Get-AzSynapseWorkspace -ResourceGroupName $resourceGroupName -Name $
workspaceName).ldentity.Principalld

$scope = "/subscriptions/$($subscriptionld)/resourceGroups/$($resourceGroupName)/providers/Microsoft.Storag
e/storageAccounts/$($storageAccountName)"

$roleAssignedforManagedIdentity=New-AzRoleAssignment -Objectld $workSpaceldentityObjectID *
-RoleDefinitionName "Storage Blob Data Contributor"
-Scope $scope -ErrorAction SilentlyContinue

Azure CLI

R TEXIEERRABEBETR. RE ID MEMK 1D, REEFME Blob #iES 5% Azure BEIRINEI SA-MI,
Azure CLI

# Getting Role name
$roleName =az role definition list --query "[?contains(roleName, 'Storage Blob Data Contributor')].{roleName:role
Name}" --output tsv

#Getting resource id for storage account

$scope= (az storage account show --name $storageAccountName|ConvertFrom-Json).id

#Getting principal ID for workspace managed identity

$workSpaceldentityObjectID=(az synapse workspace show --name $workspaceName --resource-group $resource
GroupName|ConvertFrom-Json).ldentity.Principalld

# Adding Storage Blob Data Contributor Azure role to SA-M/

az role assignment create --assignee $workSpaceldentityObjectID *

--role $roleName *

--scope $scope
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S 9: 9fic Azure Synapse RBAC fit&

HEFEREE R BT EXNBFRIIRMNAEFISIRE. LAT PowerShell §1 CLI AR Microsoft Entra 3
A BirXig TEX AT Synapse EERAE.

EEIREVATE Azure Synapse RBAC FAfa23FR, 1557 Azure Synapse RBAC 38,

Synapse Studio

EHETE Synapse Studio A INEkMIER Azure Synapse RBAC 15#it, 1BIRERUN{E7E Synapse Studio IETE Azure
Synapse RBAC FE 0 EC RIS BIR(E.

Azure PowerShell

LA PowerShell FIZRRTH Synapse SR RAESEHINE Microsoft Entra FBFEH. (RALELA eSS+ {ER
-RoleDefinitionld SEEX{t -RoleDefinitionName, LUEEFRINZEIT/EX :

PowerShell

New-AzSynapseRoleAssignment
-WorkspaceName $workspaceName *
-RoleDefinitionName "Synapse Administrator”
-Objectld 1c02d2a6-ed3d-46ec-b578-6f36da5819c6

Get-AzSynapseRoleAssignment -WorkspaceName $workspaceName

EEFRAEGRXE T{FX #AY Objectld #1 Roleld, i&Iz{T Get-AzSynapseRoleAssignment 55<, J5+EREAY Azure
Synapse RBAC A& Ei4s BirXist TYEX Y Microsoft Entra FAFE 4,

{RIZRTLASERS -SigninName fEASECREE -Objectld, FHAEHPIRMHAFRIEFHMAEUES AP EREZR. &2
FEHR T AT FANI%IA, 1527 Azure Synapse RBAC - PowerShell cmdlet,

Azure CLI

SREVFBFRIRIER ID, FHIGFRERY Azure Synapse RBAC WRSECLS Microsoft Entra FBF, ®JLAA --assignee &
HURALF PRI F Rt (username@contoso.com),

Azure CLI

az synapse role assignment create
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https://docs.azure.cn/zh-cn/synapse-analytics/security/synapse-workspace-managed-private-endpoints
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https://learn.microsoft.com/zh-cn/azure/hdinsight/hbase/apache-hbase-migrate-new-version
https://learn.microsoft.com/zh-cn/azure/hdinsight/kafka/migrate-versions
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https://docs.azure.cn/zh-cn/automation/
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https://docs.azure.cn/zh-cn/role-based-access-control/built-in-roles#log-analytics-contributor
https://docs.azure.cn/zh-cn/role-based-access-control/built-in-roles#monitoring-contributor
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-log-analytics
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https://docs.azure.cn/zh-cn/azure-monitor/app/app-insights-overview
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https://docs.azure.cn/zh-cn/private-link/private-endpoint-overview
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8. H'BEMHE N LHITIUTEER:
1. %8R Azure 115,
2. EEERKEPNENRIRE, SECE—RIRE,
3. MF'RE, HAEESKE., MRERTHERFE, VREARE.
4. WFEHE", BAZHBNFER.
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MRFESEFIAR, BHREGRXKESRE, AESAXHESHERCEES TSR,
EREIER Azure [FPRMRE, BHUTIATER:

1. £ Azure [JFTRERRUERE LS, BN SHMIEE", ARMNEZRER PR SRS
2. EEEMIRREOE, AN TEEPIEE R
3. TEHBATE, MARBRRISR, AEIEE MR

EEBIER Azure NFRIREEENERE, BHRITUTEER:

1. £ Azure [JFTREBRUEREOS, BN'RFA", AENERERTIEE TRE" .
2. IREREMRRROSIRE, AR TEERIEE TR
3. HEHATLL, BMARRAERNEIR, AEEE MR,
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FERHMERAESR
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o JTRFM

o« HEH
o EIEE
o IGIE

o EFHEIFE

FoRF

o SERKERIEAID: (£ Azure SHRIIEIG Blob IFAESHERERE] Web 245 (Azure [1F7) . WWSEREAE

= =Am

8. LTS BREMNA PR R.  ESN RSN BIRSTHIARNERAPREFMEIKS.
o IBHARTE BRI AT LAE RS MRS

3,

HE

LER, BAEERFAEMWR (Azure FEIKF) REXBNERATHNERASHEREESIER,
1. BFE Azure |7,

2. HEMERSESDGEREFRE". Ale, SENIESETRRAETENSHRAENRRE. EATREG,
B Azure TFIEIKF. BIRBGSEFMHIKFREXKORFEER,
(] migration-test-source # » -
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¢ e HHE (B « BAEED
1. #ETIETE
B/R B
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3. TEEMERRTANRE TEE SHER, REELEE SR THR,
& migration-test-source | SHEIR  «

HiRA | T

[ -~

T EBE A EE

| R A\ Microsoft StoragefstorageAccounts/storageTaskAssignments ST5EE A B FOATIEER, SESESEAEE. -
W E=EE
il TEAIAREER e i . —=qs - .
R BESCTREAEE) ‘ 0 ==ssnummsnETEs, SWESNIEREENE, A [EESE SHERER,
¢ frC
. EEELTE BRER©
=4 wE em
wE &« 1 1
> 252) 2 “$schema”: “https://schema.management.azure.com/schemas/2019-04-81/d
T ERH 3 “contentVersion”: "1.8.8.8",
= BE:==0)
. = 4 “parameters”: {
0 =i o BE(8) 5 “storageAccounts_yozstgmts_name": {
@ FSien [parameters('storageAccounts_y 6 "defaultValue”: "yozstgmts”,
= (Microsoft.Storage/storageAcce 7 "type": "String"
= [parameters('systemTopics yoz_ 8 _}_’ . .
= = (Microsaoft.EventGrid/systemTof 9 systemTopics_yoz_eg stg s_name”: {
[concat(parameters('systemTopi e I'defaelt\lfalut.é :.. yoz-eg-stg-s”,
i = 'fyoz-sub-stg-wh')] 11 type”: "String
- (Microsoft.EventGrid/systemTof 12 }
. 13 3
[l [concat(parameters('storageAcc ™ .
& ‘/default’)] 14 variables": {},
? TR (Microsoft.Storage/storageAcce 15 “resources”: [
[concat(parameters('storageAcc 16 {
ooER "fdefault’)] 17 "type": "Microsoft.Storage/storageAccounts”,
i _ (Microsoft.Storage/storageAcce 18 "apiversion": "2e23-85-81",
i IS [concat(parameters(‘storageAce 19 "name”: "[parameters(’'storagefccounts_yozstgmts_name')]",
sirns "fdefault’)] 28 "location”: "chinanorth”,
e (Microsoft.Storage/storageAcce 21 "sku": {
@ HE [concat(parameters(storageAcc 22 "name”: “Standard_LRS”,
N 'fdefault’)] 23 "tier": "Standard"
& e (Microsoft.Storage/storageAcce 24 1,
M TeE [concat({parameters(storageAcc 25 "kind": "Storagev2”,
'/default/eventcontainer’)] 26 "properties”: {
— (Microsoft.Storage/storageAcce 27 "publicNetworkAccess": “Enabled”,
28 "allowCrossTenantReplication”: false,

4. BEINIFTERY zip XX, FRAZSUGHEERZIRMERIS 4R, L zip XHBSEIRFSE JSON X
.

5. TEFM&SRIEERIFIIFF template.json,
6. Webhook fJ URL xS HE#ER, Eib, BHRITIUTEE:
1. TEERSES, #E WebHook”,

2. HE'BHESINSEE—THRERII—MNES () /. Fitnfd, 2
“preferredBatchSizelnKilobytes”: 64,

3. 0 endpointUrl BHEFFIEEIZRE/IRAY Webhook URL, SNLATNRBIFFR.

"destination": {
"properties": {
"maxEventsPerBatch": 1,
"preferredBatchSizelnKilobytes": 64,

"endpointUrl": "https://spegridsite.chinacloudsites.cn/api/updates”

b
"endpointType": "WebHook"
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T EASRENEMHNIERERR, EREEHSSHEER. (RRFR location BHEEFHABR
X, WF—LSAR.

7. BERENRFEIRR location B ABRXKIEEMNE. KIFARBERTSEIIXIEZFR, 4140 China
North 3 £ [E3 chinanorth3,

"type": "Microsoft.Storage/storageAccounts”,

"apiVersion™: "2019-06-01",

"name": "[parameters('storageAccounts_yozstgmts_name")]",
"location": "chinanorth3",

8. EEWILEUETERPRFTAFIR location,

"type": "Microsoft.EventGrid/systemTopics",

"apiVersion": "2020-04-01-preview",

"name": "[parameters('systemTopics_yoz_eg_stg_s_name")]",
"location": "chinanorth3",
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BERR, ERFXKEPAEEIKFEZE— M EERPIR R TR,

1. TE Azure [ JFHR, IR QIERIR,
2. EERMHPRNEREE", SARK ENTER,
3. IEERIEIREE".
4. RO,
5. ISR ERIERRTPARE CRIRIR .
6. IEERINESM", AEERRIEINETE L —EBD TEM) template json {4,
7. EERELUREZIER.
8. H'BEMHE N LHITUUTLER.
1. &R Azure 17159,
2. EEREBERKEPNENRRE, SECE—RIRE,
3. MWF'RE, BHAEEmKE., MFRERTHERFE, VHREHRIE.
4. WF'RREFEN", BRNESEFHEIKF KERRIRRERAIETR,
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€) New! Deployment Stacks let you manage the lifecycle of your deployments. Try it now —
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= BEEES
E: *E Ty BHRE T
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ERAEN FENHNFREEE

ESBMRBER UL, EFAMEKARRE T SHER", REEETEE LAY T .
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SiHREEE
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= fif
E EE=E O =EscEREATHFEER, EERIERE MRS S T S e .

F 3
fo A GRBNARER) aassn O
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i > 8 2801) 2 "$schema”: "r_1ttp5:Hschema.management.azur‘e.com{schemas,r‘z‘

. 3 "contentVersion”: "1.8.8.8",

Jdy FEE = =E(O) 4 "parameters”: {

. Vi ERR) 5 "topics_yoz_eg_mts_name": {

tit " T "
ey - [parameters('topics_yoz_eg_mit 6 defaultvalue™: "yoz-eg-mts”,
= S “ (Microsoft.EventGrid/topics) 7 type”: "String
[concat(parameters(topics_yoz 8 }

- 4 parameters(topics_yoz_eg_mts. 1@ “variables": {},

Q # "-sub’] 11 "resources”: [
(Microsoft.EventGrid/topics/eve 12 I
o 13 "type": "Microsoft.EventGrid/topics”,
— R 14 "apiversion": "2824-86-81-preview”,
S il 15 "name”: "[parameters('topics_yoz_eg_mts_name')]",
. 16 "location™: "chinanorth”,
5t 17 "sku": {
R 18 name": "Basic
19 1

SHER > M TR FREE

HEINTIFPTER zip 34, FHEZERERRNRERNENEES, I zip XA SERIISE
JSON 3744,

TEREFIVGRIEREPFTFT template.json,
Webhook #J URL KRS HZEENR, RHt, EHTATEER:
1. TR, $8Z"WebHook”,

2. E'BREBONSE—THREBAI—NES () F/F. AlRfh, ER
“preferredBatchSizelnKilobytes”: 64,

3. 40 endpointUrl BHFHIEEIRE 9/RAY Webhook URL, I0LATBIFT=.
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"destination": {
"properties": {
"maxEventsPerBatch™: 1,
"preferredBatchSizelnKilobytes": 64,
"endpointUrl": "https://spegridsite.chinacloudsites.cn/api/updates”
L
"endpointType": "WebHook"

}

&iE

T EASRENEHNIEER, FEREESSHEER. (RRFI location BIEEFH/ABIR
X, WF—LSFr.

8. BEIHRIRAY location EFTABRKEEMNE, XIFAIKIEEATTIERNXIEZTR, $/20 China North 3
Z@)F chinanorth3,

"type": "Microsoft.EventGrid/topics",

"apiVersion": "2020-06-01",

"name"; "[parameters(‘topics_yoz_eg_mts_name’)]",
"location": "chinanorth3",

9. RIFIXIEMR.

EHiEtE

BEZERAE BRSPS EE N T,

1. £ Azure [JFPHh, & GIERIR".
2. EERMAPRNEREE", AEI% ENTER,
3. IEFEREE".
4. IEEOIE".
5. R TEfmiERR AN E CRIRIR .
6. R INESE", AIEERIRBINETE E—7B TEAY template json {4,
7. R R LMREIZIRIR.
8. E'HENHETWLRTIUTER.
1. 58 Azure 17159,
2. EEREFKEPRENREE, SEIE—ERE.
3. MFXE, BEFEmXKE. MREETHERRE, WHRENRE.

75



B Microsoft Azure i t 22 Z B¢ =w

4. TEMER, WHEEMOAIEE,
L)
BEMERE

MEESIEIRSE

o New! Deployment Stacks let you manage the lifecycle of your deployments. Try it now —

wEEER  BE HREAHCE

Btk
B W& o
2 N % I B
RIS RIEEH e

MEFRER
HIE TR EBEERERFIAL, EREERAMW R ENNEEHRE TR,
iTE* @ ‘ Windows Azure Internal Consumption v ‘

ERE* O ‘ migration-test-dest v ‘

g

SERRFARER
X * © ‘ (Asia Pacific) China North 3 v ‘
Topics_yoz_eg_mts name ‘ yoz-eg-mtd v ‘

5. TEERERER HPF eI .
6. E'HEFIR TN LEEENER, RRIEEEE".

A\
JSuE
1. EERE, EE R
2 EEABEIT IR N S R R T
3. RIS L R, S REEISEE, WIESERT Webhook BELMERRR.

76


https://docs.azure.cn/zh-cn/event-grid/custom-event-quickstart-portal#send-an-event-to-your-topic

B Microsoft Azure i t 22 Z B¢ =w

1E#2 Azure Logic Apps

Bk
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THERF TR BRI FP I TIRR, AILARIERAE PSRN EIEN A, . ARSSFIRSAITIER. Azure Logic
Apps FTLAGER B TH#E B T BN B TIER.
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eIz, BHREEEUTREG:
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o HEETE Azure RIRABLITIRZ BFBoNFEANZIERN FIEIRSEE,

o HEATE Azure ITIPFIEN Azure KEPERRZIEN ARIFEIRG). SARRTRSERAMENX
EHAERR, XLREISHMZIEEHMTENEIRRE. fal, XYTEA Azure RIFHAIEA Azure 1T
5, ReeER— 1 RBEEMIKF.

o FERIEIRES, Azure BRIEFAVEIR ID, B, BHARKEHN ID, HAEHSERHNINRIRXEINE
A AE T H,

o T, RRANXECETREBNAZE, LRENREIZEENRIUIMAFEE Open Authentication
(OAuth) RIIESZ.

o HEBIBERIRSIME (ISE) BEIE— Azure Xigak Azure ITRIFEFEENS —NERE. FHE1E ISE 1BE|
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1X#2 Azure Service Bus

HERZERT, TREFESMERSLEHBZ N IREBIB—MXE. Fn, FTEFEeE— EEHE
EEENGEEE, MEHTI. 1, EUEEES— M REPBIE—  aa=E, (FARERELTL

H—EB5.
THEHMELSE:

1. BEKEFRRS S &mESTESHE Azure BIRETERRENR,

2. EFERPEREOME. 1, WEIRPRRECAITIRRGRSE, FARPTEBEANN, ZfEaB
e,

3. (FRIZERERS S kmE T ERER BRXE,

4. WIERE, WRSEBRXEFEIEDETE. Y. ERMERTE,

5. FEHFMEIEEIRXIE service bus fRS5FERIAY AccessKey JIBFRXIERY AccessKey,

FoRFF

TR BRKIESTFIKFERRY Azure BRSS BELFNTIRE,

HE

EER, BSHRREESRGER, RN SHEARS SEHmE T ARE.,
1. BR Azure [ 17,
2. BEF'ERE", AEEFRIRSE&HETE.
3. HE'RSLEHMETA L, EFANKRF Bat T SHEMR".
4. IRERSHEIR TUHRY T,

5. HEINIFTER zip X, FRRZSUHRERZIFTEAIGE. I zip KR ERIRIZSEL JSON X
.

6. TERRFESERISUESHFIFF template.json 315,

7. ZE location, FEZEMERBRAKIGSMNENFHEFR. XIFFCBERAHTSBHXIHZFR, 45
40 China East Z£[E3 chinaeast,

8. MRRLATEBIRGEEZEN . Microsoft.ServiceBus/namespaces/topics/subscriptions/rules, Bl 7 BRI
EORIEINES () F/F, LIFRR JSON B,
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Azure Functions FREISETXIHN, FREEXEHEE., WiREBIRKiGFEIEZMAERBNATRENEIAR, K5
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https://docs.azure.cn/zh-cn/azure-functions/durable/durable-functions-disaster-recovery-geo-distribution
https://docs.azure.cn/zh-cn/azure-functions/functions-scale#overview-of-plans
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https://docs.azure.cn/zh-cn/app-service/configure-ssl-certificate
https://docs.azure.cn/zh-cn/azure-functions/functions-networking-options
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https://docs.azure.cn/zh-cn/azure-resource-manager/templates/export-template-portal
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BERRRISH TIER.

IR TERR RS, EREMRIBRR, AR mKEER XL,
ENEEF TR LERIEEZ R EB TN, THRENEAXSSRE~ER0.

AXHRYSEERTHE Azure EIMEERIR, SFEENL. NARFA. SBEIHIFITER.
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https://docs.azure.cn/zh-cn/virtual-desktop/
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* BRBHEFEUARETERNESER, B5R EAT Azure FEIUSEEAY Azure FHREHFENR
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https://github.com/Azure/RDS-Templates/tree/master/wvd-templates

B Microsoft Azure i t 22 Z B¢ =w

X2 Azure Batch R3S

=k

o &

o oREM

o HEEBIE

o IBRLEE
o SHHtER
o [EXURENR
o Bl Batch KA
o BEE Batch IKF
o HUET®
o FIESME
o EERR

o &

mN

RFMEFEIESEUTRE Azure Batch IREN—MREEBEB— M. BANSHFANBIRLRINEZEI,
MR REINF SRk,

AERLERT, (RATsEBEIE Azure Batch RSN —MRIEBEIF— XK. Flg0, (RATsE BTSSR
MRS, BAAEERE Azure Batch IRBEREN— M XIFBEIS—MX1E, (BAIfER Azure BIRETEESER (
ARM #&#r) kS Azure Batch IRSZSHIIMBECE. #AE, T ARM BRIRES —MXIgH I Azure Batch fRSS
. B5t, & Azure Batch [RBECESHENLIM. TR, BEERSGSHUIREBRXE. AE, BESUs
RISIRERB RIS, RS, 7E Azure Batch RESHEFEIEMEW. Rtk (5.

TR
o HRRIRAEY Azure Batch BRSS{EFRRIBRSSFNIHREERT BRX BRI LIS,
o IS Batch BKFXEXAYE Azure BRBEIZIFTBRXEL. B0, ARG Azure TRAEIKFRSRNEIS
— MXIHPREBRREEIRENAY Azure TFAEIKF. WMIRFTE, (FILSHRRETRIEXE, B2, WX
Batch IKF ST {FHAZERAIELM Azure BRI TR—XIE, NHREEESEN. AXRRESIHEFHE
KB E TR Azure iR, LUES Batch KF{RIF—2L.
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HETE

EFFRZEl, BRRECEESLUTRM:

1. — B Azure 1115,

2. FEXGFNBFRX AR,

3. Azure CLI B&EEHRE.

4. R Batch [REZIRBIEELIENTS, FEEIEEESEM.
s 1=
FELTE

SRR
SHE S Batch IKFIREFEEAI ARM 54k,
1. BFRE Azure ],
2. EEREARIR, ASIEERAY Batch Bk,
3. EFIRE">"SHER,
4. EEF'BESSHEHE.
5. G SHMRIR TR TE".
6. HEUM Azure TP TEEIAIBA zip 48X, FHEEZIARHE,

I, zip FE4ESUHEE SERENRAY template. json ¥ parameters.json FIN3Z1,

(EeRtR
INEFHESGZIENR, LAERTLATE BRI B HTHY Azure Batch RSS.
1. fE Azure [JPHR, IR BIEERIR".
2. EHETRSHE FRNEREE", A% ENTER,
3. EEERIREE(EREEXERTBE)".
4. IEEAIR".
5. G TERERR AR E CRIRIR.

6. IEERINESUY", PAREIEREE E—TI T ERY “template.json” {4 .
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https://portal.azure.cn/
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7. FBAITMRSH B BR Batch BKFERR .

"$schema": "https://schema.management.azure.com/schemas/2019-04-01/deploymentTemplate json#

"contentVersion": "1.0.0.0",
"parameters": {
"batchAccounts_mysourceaccount_name": {
"defaultValue": "<target-batch-account>",
"type": "String"

;
8. TEBERXIFEIE Azure BIRAEF Azure FHEMKF.
9. BUITHREEH  BiEABRIE ID, ER—MIETRIELEEIL,
BAaT™MEES BN EFRRIREA.
BAT™MEE S B B REAENRR.

"storageAccounts_mysourcestorageaccount_externalid™: {
"defaultValue": "/subscriptions/<subscription-id>/resourceGroups/<target-resource-group>/provi
ders/Microsoft.Storage/storageAccounts/<target-storage-account>",
"type": "String"

}I

10. AR BN BERXE.

"resources": [

{
"type": "Microsoft.Batch/batchAccounts”,

"apiVersion": "2021-01-01",

"name": "[parameters('batchAccounts_mysourceaccount_name')]",
"location": "<target-location>",

1. (BMGERE, 1EHE “template.json” X TEM REF" .
£l Batch fF
1. RASIEERBEME:
o iJBY: E$E Azure 1T15,
o HERA: HIREMXISEIRE,
o [Xif: BSIRER Batch IKFENEIN Azure X1,
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2. {RRIER "BEEFEE>EE" .

fiE Batch A

Batch #KFHRIFLINGEA S SHENRRS, FEIAIERAY Batch IKAREFHEIEXLLIIRE, GFF:

o Rl (FMESS)
o RV

o P

s NAERE

ISHRMBIEFREEEMNIKFPRIINEE. TLISHEIR Batch KPR T RAMAIECEIX LINRE,

RIS

WMRBEIEZETH, BIUNTFIETE Azure Storage Y Blob, SEEHIZIFAIFHEIKS.

IEIES i

1. JSEI#eIERY Batch BRSS, HIIEHFACERBIER.

az batch pool list
--account-endpoint <NewBatchAccountEndpoint> *
--account-key <NewBatchAccountKey> "

--account-name <NewBatchAccountName>

az batch job list

--account-endpoint <NewBatchAccountEndpoint> *
--account-key <NewBatchAccountKey> *
--account-name <NewBatchAccountName>

2. EEVIAIS, HHRER Batch IRSALEIERLLBIEL,

SEETH R

BIESER

SERBASRT Batch IRSIERNE(T, SILUNMSIERIEAIE Batch IRESFHECAE.

BE

BELLELE, BELMING Azure Batch [REN—MXIEEBEIS— MK, BHREIBIREPFECES—
£, NBREIEEREMRS . MRBEHEAER, ATLASE Azure BFTSEEERR Azure BRI,
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T REAOEIEAT Azure Batch RSSRIIERS, HEXRSENA:

e  Azure Batch #f&
e 1 Azure [ JPHEl7E Azure Batch K/
o {EH ARM 1&E#% Bz Azure Batch MK

SBHAIEE, BEREEAY Azure STIFEIBA.
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https://docs.azure.cn/zh-cn/batch/
https://docs.azure.cn/zh-cn/batch/batch-account-create-portal
https://docs.azure.cn/zh-cn/batch/quick-create-template
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1X#2 Azure Cloud Services

k5

o &N
o JTREFM
o HEEI(F

o IIBEER
o FIERMRS
o HFEENEXMH
o HEBERKIFLERIRS
o IGIFSAR

o BERIR

Q'lr
= hy
AN Azure TARSS (JMEZHF) NI XIFBRB—MXENAE. BEIEARSHHE Azure =IRS (FMNE
) MN— Azure KIFBEIB— XL, ELEINIRANAEEFIBEIRSENX (.csdef) . IREEE (.cscfg) FIiR
8 (.cspkg) X EIRXIFEFERE Azure =IRS (IMESZTEE) . MIMSCIUE Azure mERSS (AMNESZIE) I8
F| Azure BRI .

Bail, Azure =iRSS (ZH1) S45FM, FT 2024 £ 8 B 31 BUETBEFER. 80l Azure =FSS (£81) i

WMENE Azure =mERSS (L£81) 1FREE Azure mIRSS (UMESZRS) | 1B8% Azure mEIRSBHEXRINTHEILA,
A 3

SRS HF
1. ERIRLEE: Azure =IRS (INESTHS) ZPEVERELIMLEF, BILAEERE Azure [T, Azure

PowerShell, Azure CLI 8 Azure FREESENR (ARM 1&1R) REIZEREIINEG, WIREERE (.cscfg)
M {HHY NetworkConfiguration T35 | FBREHAMIZEF0FM.,

MNFERRBFUTRE—RRAPRIEIING, (N5|BRSEE (cscfg) HFRIEIUNERZRELES.
SNREMMBIIRIRSS (INESTHF) TR AEEIRAEF, BEECE (.cscfg) XHFIEERMMSER

52 Azure BREIESR ID,

o FE—RIFETAIEIME:
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https://docs.azure.cn/zh-cn/cloud-services/cloud-services-choose-me
https://docs.azure.cn/zh-cn/cloud-services/cloud-services-choose-me
https://docs.azure.cn/zh-cn/cloud-services-extended-support/in-place-migration-overview
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<VirtualNetworkSite name="<vnet-name>"/>
<AddressAssignments >
<InstanceAddress roleName="<role-name>">
<Subnets>
<Subnet name="<subnet-name>"/>
</Subnets>
</InstanceAddress>
</AddressAssign

o REREPHIEIRE:

<VirtualNetworkSite name="/subscriptions/<sub-id>/resourceGroups/<rg-name>/providers/
Microsoft.Network/virtualNetworks/<vnet-name>"/>
<AddressAssignments >
<InstanceAddress roleName="<role-name>">
<Subnets>
<Subnet name="<subnet-name>"/>
</Subnets>
</InstanceAddress>
</AddressAssignments >

2. ihEEER: BEMEBFREANTROMES Azure =R (INESH) "MESSE HESHE.

3. HRARERE: Azure BBREETFMES Azure =IRS (IMNESZHF) KEARGES. BUERRINEIZSAER
B, RENEESIREEXY (ccscfg) PRUERIEN. ELMABTEBER Azure EEIUHNERAZRR
EEERERE (EFH) | LERRS (ONEXR) BRILWGRIEANEEEERRREEFEPINES.
BILATE Azure [JPHEIREESHIREEE, tBAILAER PowerShell 82, HRTES=IRSIERIXKIHFITIR
hEIERRREE.

HETE

EFRZEl, BRRECERESLUITRM:

1. — B Azure 1T,

BL2EAT Azure CLI, HEBZER,

S EARX S BRX SR,

HRRIEH Azure BIRSS (JMEHF) IRBIEEHUTIIES, HEFRMEHIEESD.
5. ERIFRIAIRSEN (csdef) . BRSBECE (.cscfg) FERSED (.cspkg) S,

P w0 BN
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FELER

SIE=BRSS
B, EIEETBN Azure ZIRS (INESE) &R,
az cloud-service power-off

--resource-group <ResourceGroupName>

--cloud-service-name <CloudServiceName>

HEIEMEXH

R Azure mIRSS (IMESIE) IRBEN (.csdef) . IRFBECE (.cscfg) MRS (.cspkg) 34, mILABELATAT
S

1. BEFEXIEERER Azure mARSS (INESTHF) HIFXIRIAY Azure TRHEIKF, FETRAEIKF RS AT HEIRT AL
X4, #HITTE.

2. 1£ Visual Studio FEIRIRL Azure =PRSS (YMESHF) INH, BT "TT8 THREEMIIH.

P EEFEhRAES], WIESRIS R A SEFMRERE N —EL.

EBiIrXgeIR=IRS

7 Azure BirXIEBIEE Azure =RSS (IMEZIS) BB, ATLABELATAAIE:
1. B Azure [JPEBE Azure =RSS (AMESZHS) |, 8WER Azure JFPEREERSS (FMESZHS) .

2. @Y Azure PowerShell ZfE Azure =IRSS (IMEXZE) , &0(EF Azure PowerShell E3Z2=R55 (YME
28 .

3. BT ARM 12REBE Azure =R (IMNESES) , SWER ARM ERSPEEIRS (IMEZR) .
4. JBIY SDK ZBE Azure =RSS (IMEZIE) , &WEMA Azure SDK HRE =R (FMESZHE) .

IGIES izt

1. EahFEEEAY Azure RS (IMESTRF) FIGIERLATE.

az cloud-service show *
--resource-group <ResourceGroupName> *
--cloud-service-name <CloudServiceName>

2. 8 Azure =ERSS (INESZEF) FRIREIEREZIT, HlNEIREER5EMRSSAY URL,
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https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-portal
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-powershell
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-powershell
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-template
https://docs.azure.cn/zh-cn/cloud-services-extended-support/deploy-sdk
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iR
TASH Azure IS (SMESZR) EMETE, TLUMBIRRSN Azure RIS (SHESH) FBXER,

az cloud-service delete *
--resource-group <ResourceGroupName> *
--cloud-service-name <CloudServiceName>

B4
BELLELER, SELMING Azure ZRSS (JMESHF) N—MEKIEIEBEIZ— X, BWEREIRIETF
MeES—F, IIBRRHIEERRERS . WREEHASE, FTLISHE Azure B SEEEAR Azure SKIARSZ

=
~To

BH—E TR Azure RS (INESZHRF) B, BESERERE:

. Azure =RSS (RH) XY
o 8 Azure mfRSE (£H) FHBEI Azure =R (FMNESTHF)

o Azure ZARSS (FNETFF) XA

SBHAIEER, BRG] Azure STIFEBA,
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https://docs.azure.cn/zh-cn/cloud-services/
https://docs.azure.cn/zh-cn/cloud-services-extended-support/in-place-migration-overview
https://learn.microsoft.com/zh-cn/azure/cloud-services-extended-support/?view=vs-2022
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1E#2 Azure Virtual Machine

k5

o 1A
e  {FH Azure Resource Mover T EHIHVANTERE
o FoR&KMH

o {FHEIN
o IERE
e  {§FH Azure Site Recovery H{TREINENTRE

L4 llgéél:
ik
AFMEEISSEAERE Azure BEIANL (VM) N—MIFBRIB— MK,
1&ATLAI%ER (8 Azure Resource Mover A TREHIAANTER B¢ (3 Azure Site Recovery #ATREHANTER 1975
BT,
{5 Azure Resource Mover i#{TEIHAYTES

EEIE Azure VM BRIEIB—MNXIE, FATEINER Azure TRFERSES., RIREBSIRHELUTIGE: * BXIE®
HEIFRIR—hl, B T BHEF R TSR, (RTREN—IEHER—MIE. * BaAEEEN
Azure WIFRIEER, —HEIKR, * PRERINEIRZ BRI —MEESE XETHEXEREZ
—ie, LMEERsE, FrEREEERREFEREIELTE. * MREERHEMRRKETRRIR, BER
XEFBERE(]. WK, MRAEHTERS, TSRS, ARKEER.

B, BERARIRN VM EEAMER VM, FEASENEN VM BB HE LG RRE.

RS VM BTHEA S * BBERT Azure BIENNEAIHER VM, BXFEMER, B8R (£F Azure [P 8lE
FIANZZ Windows EEFAL,

* EREFEENE (CMK) B THESINERRSH|IRINEN VM, BXFMRER, BS0 (E5 Azure | JF T
B EREREFEEN R TIRS SRR INE

FRFF

FEFaZ R, BERIERERESELA TR
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https://docs.azure.cn/zh-cn/virtual-machines/windows/disk-encryption-portal-quickstart
https://docs.azure.cn/zh-cn/virtual-machines/windows/disk-encryption-portal-quickstart
https://docs.azure.cn/zh-cn/virtual-machines/disks-enable-customer-managed-keys-portal
https://docs.azure.cn/zh-cn/virtual-machines/disks-enable-customer-managed-keys-portal
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HiREEasS
EE USRI RIEFNE thE I E)ER.

TTFIBR

BEOERYE R ERNT RS RE FREE THIaR.

> P AEE"FREE"HIR?

> BX Azure LT EFHHSE FFIEERXT TR RET, B s I LTS =50 Tt E
#riR (LI T E RS #miR IMSI]) o

> HEQEIRR, HARDEHENEE (RIS SEZFHIIERESR) , BT RNZERI
FEEERST IR s TR, 174 7/ Azure FBE,

VM 3735

o MEEBHN VM EEZHE.
o IUERESZFFAY Windows VM,
o ISUFSESTIF Linux VM FOPRITZARES.
o BEEGFNITE. FHEMNEIRE,
BRI
BT AR EE B AR REE BRI ENER. WRGHERA, S5k AR,
BiRX1%zER
WIFSER VM BahRIR BRI KERAOEMNTNZE. BEREN T E SRR,

T IR VM, R EEFYNOIER S EELATHEM:

1.

BIRREREER (Azure BERINE)
NSRBI VM [5A Azure BIEINE, NEZEKEMERKEFNERRER, SXIFHER, 555
BIEEERIREEE.
TR BRI FRERRERE, (REELATRER:
o EANIR: HIREIRIF (Get. List) FIINZRIE (Decrypt #1 Encrypt)

o HZERPR: HZEIERIE (Get, List 70 Set)

o B (List#0 Get)
HERINZRE ({EF CMK RIRRSSSiRNER)
SNEREEFARY VM 25U CMK #HTIRS SRR INEN, NEERXIEMBRKIEFRIHENESR. BXIFH
=8, EER0IEWEINESE,
NREEHZ2ER (HSM %1R) ATFEFEENER, WAHFEREZ @75,
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https://docs.azure.cn/zh-cn/resource-mover/common-questions
https://docs.azure.cn/zh-cn/entra/identity/managed-identities-azure-resources/overview#managed-identity-types
https://docs.azure.cn/zh-cn/entra/identity/managed-identities-azure-resources/overview#managed-identity-types
https://docs.azure.cn/zh-cn/role-based-access-control/rbac-and-directory-admin-roles#azure-roles
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#windows-vm-support
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#linux-vm-support
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#supported-vm-compute-settings
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#supported-vm-storage-settings
https://docs.azure.cn/zh-cn/resource-mover/support-matrix-move-region-azure-vm#supported-vm-networking-settings
https://docs.azure.cn/zh-cn/azure-resource-manager/management/azure-subscription-service-limits
https://www.azure.cn/pricing/calculator/
https://docs.azure.cn/zh-cn/key-vault/general/quick-create-portal
https://docs.azure.cn/zh-cn/virtual-machines/disks-enable-customer-managed-keys-portal#set-up-your-disk-encryption-set
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|
=0
EENMBHMER, SEERKEPEEE 8IA VM, SREPAIEESSEUIR VM Xif, FHR—RERE (BFH
o) .
TRLE T EXEBHZRMERE.
175 X
£ B IFEUETNTTANE. ERTETTENE, ARSI
IR EROATS.
IRERRIF AR AR BT (F, AILUGREREISEMN

&R
bR, EBERXEFEIREIR.
FEFHTRMERNS L RIIRE.
BB TIEAFEEE, RAESME, NN SMREEER

Banidie
XisepiETRER s VTR,

g5
Tt AEEREE, EFEEI—RERZEIR.

PR E)
BEEXRTBMKETRE. KSURBMHIBERIOASR, BERXTZdiE.

EZiE
154 9 VM 5 IEERY VM, (SETLASAR (57 Azure SEIRESHSER FS0CH 5 VM o BECCHZEAINRE Avure

VM HRFTHEAR S BRI ASTERS .

{8 Azure Site Recovery #{TERIHANER
£, B5H)

BT BERITERE Azure IERLT Azure UERIKE (ASR) ATSZIFAUMERINIRESR: (KT HEIERTE

IBERETLASER 15 VM B2 B— Azure X1 FRRGSRBYS BRI HNTERS .
{BEAITFZEINR (FF Azure Resource Mover B TREHANANTERS.
B4
BRRETEREFAENRENR, FESEDMFMCES S, LIBRREIEERTIRS .

EEFIMEERR, BENTIMER TIUIRIE,
NERBRUFERRR, TLIS%E Azure BSRYEREAR Azure FiARSZH,
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https://docs.azure.cn/zh-cn/resource-mover/about-move-process
https://docs.azure.cn/zh-cn/resource-mover/tutorial-move-region-virtual-machines
https://docs.azure.cn/zh-cn/resource-mover/tutorial-move-region-encrypted-virtual-machines
https://docs.azure.cn/zh-cn/resource-mover/tutorial-move-region-encrypted-virtual-machines
https://docs.azure.cn/zh-cn/site-recovery/site-recovery-overview
https://docs.azure.cn/zh-cn/site-recovery/azure-to-azure-support-matrix#region-support
https://docs.azure.cn/zh-cn/site-recovery/azure-to-azure-tutorial-migrate
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BEEZHXT Azure VM [ISE !

e Azure PRIEEMHL
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https://docs.azure.cn/zh-cn/virtual-machines/
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1¥%Z Azure Virtual Machine Scale Sets (VMSS)

fete
27T

EEIE Azure KIFGERRREIWIAMEEE(VMSS), BASHTRREEMER, FRENMNSNERTERE, REBE
HEPEE ERXE.

RESHEMRAEMREPEFTEER. ST EMTAMRESLGIENIZER.

EFHREHTE R, BHR T ENEAERIKEBRXFEABETBE BRI,

EEZE
FAE, BHREENE. IFBHIRM GUID, FRSHIXERF—H.
== E

RS

EFFaZRE, ERREEELUTRHERM:

o MIRFREMNSHFTAK, NEFRKEBOISHFIARX, EEEPLRESHFIRAK, EE5 Azure 7]
FAX ST FFROX L,
o BHRXEFANTHFEEEBEICREERIR. NREBHERH, JEKEM. BXFRER, BFSE
Azure TTEAIARSSPRE]. BCERFNZIZR,
o  EOREUNAMRENFEEXT R, EAREFEECIREENLE.
o THAEMREES HEMTBRMEEN—ERD. EFRRHESHZERKE.
o BRIEERENRIFIIR, FUNERZITES, XERSRIHF LFREE.
o WMRREXIF VMSS KLU TER, BRI B RKEREHEERE:
o HBESTIEX
o IZHTEEMWAMES
o Key Vault
o SPEMESR
o N IP bt
o fAHIYEER
o REPAMZ
o  HRIREIHENEREERERESIRAEE M XIS EFIERE BRI,
o WERXEAIRRITEMEME, HI80NSG. A IP. VNet HElIESE)E,
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https://docs.azure.cn/zh-cn/reliability/availability-zones-service-support
https://docs.azure.cn/zh-cn/reliability/availability-zones-service-support
https://docs.azure.cn/zh-cn/azure-resource-manager/management/azure-subscription-service-limits
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iz

ST RE UM AMRERRIABE RN T 1. FIRREMNAMRESLAIEIREN 0. 2. SHIREMTAEEE
e 3. IRIEFEIERATHITRE., 4. EERXE, £/ IAC (BAtiRiERMUIE) TR (40 Azure FIRETE
BRt&MR. Azure CLI 8 PowerShell) {EFSHAMRIREFCIREMTIAMES. 5. BIKBEIRKEKE] BREMTIR
H&RER, flan it B PNAEON IEX. R, BB AIEFET B PESHFRET E.

BEEFMBRESE 15 Azure EINAESESEHEME S —MXE
= | IEA

=1k

EEREETS, FEERATEIRNE:

o ZfIE: IRIREPFEFMGREIVANEESLOENIREN 0, XSSEELHUSIL, Mmszimn AR

ﬂ%’l‘iﬂ
o (FMERERE: TETXEEFNLERNERUESIVEENRS T, BABIRTRIRRISHRMEN

o HIERIFIER: MRSRIEIETR, TSSEEURERARL, SmsThttt.

ARSI, EEIRAHTFIATNES: - SHEE: BREIBRSEOMEXRIE. - SFiFSIEmE:
VS RIEHRHITIER, LAS/IMEIIBFRIRE, - ARMRIGIE: SerElifaMR PR TeRaEmid, i
MBS BRECE.

# DG EAEFINRIERRR, B R T ISE.

WEERNHIAER, FLISE Azure B RYEREER Azure AT,

BXEZER: *BESek EUVAESEZE ERIFTERIRNR, * TR S Azure HREESEER, *ER
Azure FIREERMIA, * KRB EPIWIAIMRETIA, * BHE Azure XEMEIA, * THEAME EFTERERIR.
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https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-virtual-machine-scale-sets
https://docs.azure.cn/zh-cn/virtual-machine-scale-sets/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/azure-resource-manager/manage-resource-groups-portal#export-resource-groups-to-templates
https://docs.azure.cn/zh-cn/azure-resource-manager/resource-group-overview
https://docs.azure.cn/zh-cn/virtual-machine-scale-sets/overview
https://www.azure.cn/zh-cn/home/features/products-by-region
https://docs.azure.cn/zh-cn/azure-resource-manager/resource-group-template-deploy
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1% Azure Application Gateway

RAMBIE Azure I Z [EERB N FAFE KAV T %,

TR AETHNEHBELSRNERTRREFNAAS, MANERT AR REREBEIRNERR

TR ARIAEPEE China North XIHY V1 SEHIETR IR XL, FTEARE V2,
‘>
FoRF(F
o HRIA Azure ITAIFE BRI BN ARERFRX SKU,
o SETRNABERMXERNAERSBEALIIHRE. YOTER REIRSERE SRR,

o NHRBEMIERINFERMX TG BRI AR AP IE R TR R B ARSI,
o NTHAEFMXAIENE, YREBHRKIIATFRFNRE:

o HiREE (AH/EMIP)
o [EImHER (a0 VM, ERHNATES, Azure RIFERRSS)
o LRHE
o Certificates
o IZHNRE
o ERE
o NHAREMIBRINBREFRXFME BB AR S NI R AT R B AT RIS,

EHEE

EETHRNAEFMX, YREBMMISHFERHIAL IP ol REFMATE, REEITIEREMN
FRONBEFMXIETHREFNRE. BTFEERLM P i, FIHFEEN DNS BB, EHMEHTM.

WMRRBATIHRET MRS SIFMIR, B2RISNFETEFMF] WAF ERE o] B X4,
L ECEREMAIN FEFERFMSC. WAF (FJi) 0 IP ithiik:
1. EBE| Azure [ ],

2. NRNFRREEER TLS Bk, BRREHREENTRIEFHTIRE. WREPREESHKIZN
NRRREFRXATE—TEF. LUHRIERRIN R FMX e P EREIAIES.

3. 1EEBZE, BHINEMMNBETR. BE 7 ENTERBEUNE, BSRITE Azure ML,

4. EEBZE), WNEmtIRS R VM, EIUARE. PaaS FRBEEH.
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https://docs.azure.cn/zh-cn/reliability/migrate-app-gateway-v2?toc=%2Fazure%2Fapplication-gateway%2Ftoc.json
https://portal.azure.cn/
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-key-vault
https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-virtual-network
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o

BN FRRERR R KRR MR EC ERTAIRIR 2 2L IP sttt

o FoWAF: GIENFEREFM*
o BB WAF: {§EH Web RIS X 6! R FFE R %
6. WNERAE WAF BEESYREENIINEY WAF 5588, |5l S o ssiRitin 52220 WAF 508,

7. WMREA Azure [IXESFIRFARERRXAY Web NMAFERFERSEENSE (RXE) , BEEES Azure
B KAEFOR FRFE R IRAY Web N AR ZS(EMLEPRITSS IFIRRS.

8. THIARIFITERFRXF] WAF IEET{E.

9. PKEETBIFRIALL IP thik,

1. HEAHEESIE RARERLSEFIIN EFM XK.
2. ¥5 DNS EEEFBRFEIIATAETR IP ek,
3. EHEAENAERRSTHEER. BEEYENEBHNENREEREHNERENAER/R
$. (B2, NREBXEBERERFHOENS, BEOHUTITE.
10. MBRIESLAINIFRFERFMIKAD WAF FiR,

101


https://docs.azure.cn/zh-cn/application-gateway/quick-create-portal
https://docs.azure.cn/zh-cn/web-application-firewall/ag/application-gateway-web-application-firewall-portal
https://docs.azure.cn/zh-cn/web-application-firewall/ag/migrate-policy
https://learn.microsoft.com/zh-cn/azure/architecture/example-scenario/gateway/application-gateway-before-azure-firewall
https://learn.microsoft.com/zh-cn/azure/architecture/example-scenario/gateway/application-gateway-before-azure-firewall
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X% Azure Bastion &R

KISFIEE &S Azure Bastion BIRM—MXIFIFRBEIB—MX1s. HF Azure Bastion BIREASIFEIZE X,
%, CEEFNEHCESRAEMEXES.

+ 1%
EisanES
1. MRIFREORERLT: 1TEBERXIRAIMELEN, FHREIESHHY Azure Bastion BR, HEBRXIRAIRE
AL (VNet) FlFRBCE.
2. BINEE: ICRZH Azure Bastion ELE, SERETIML (VNet), FM, MEBLRLEANSC)E,
3. BERIEE: WRIFEERBHIRERXISMBERXIRCIEMEE Azure &R,

FEL R

1. EBFXiEIZEERAY Azure Bastion

BIIE 208 (FHEIEEVIREERE Azure Bastion

2. BERELMSEFFIEC S
1. EFERXKEAEIAMKEELAE A Azure Bastion,
2. WMREE, EFNELLENSGMNULAAIESHENTRE.

3. [FIiE] (B RIS FHIE
IRBBAEFFH) Azure Bastion LRSI, BINTHR 712715 B4EAT Azure Bastion BGHESERTR,

4. b ERE

1. fEFIHTAY Azure Bastion RIREZZIEMMBPRIEMTL, BRERIER.

5. fip&EX A Azure Bastion =FiE

1. HABRXIER Azure Bastion BBETAEIERE, SALARBREXIER Bastion BRLABSERFMNEE A,
2. ERFEEXIHAY Bastion FIE, = M.

e
L ]
1. BEBTULIEETES Azure Bastion &EiR?

AEILA, Azure Bastion BRASHFEEEXETRH. RFitBmXEENRCEHEE.
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https://docs.azure.cn/zh-cn/role-based-access-control/resource-provider-operations
https://docs.azure.cn/zh-cn/bastion/tutorial-create-host-portal
https://docs.azure.cn/zh-cn/bastion/vnet-peering
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2. MEREREBSERIERIEER?
Azure Bastion ZBAFHELIE, (EFREIMNSHIFWECEIEH, LABLLEZARE,
3. &R, Public IP EETILURE?

AALA, Public IP #IFHEXIHMRIR, FTiiEXigiTiE, Hit, EERKIGEIESTIY Azure Bastion iR
BY, ISBESE—NHRY Public IP #ehit, HIREIBENEREXRT P HItETE, LUk RT.

HXSE N

Azure Bastion 31
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https://docs.azure.cn/zh-cn/bastion/
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1¥52 Azure DNS

ik

ZIG1EH Azure DNS BECEITRBZIRREIR Azure XI5, BFHEE/HSH DNS XS, RAREHIRTRHTFSAIZX
%, Bal, SHMSARKESHERIE—ERITIERGER Azure CLI,

{StRIE

FE ARG RAYUSHESE), BSF 5 Azure FIZRFAELR: IEEIRTEA,

A Y
i3
1. RBIATEER Azure DNS B Azure IRSS. N FEEFHIIRSSEE,
2. IRFAMABRENEZ IMEHEHRER NS iER (MREE) .

TSR

Azure 22 DNS
1. BEREVE Azure KIFRGRITR, BCE Azure CLI LUFRE Azure BIREIEHRL.
2. BHEFUTHSEHKE:

az network dns zone export -g <resource group> -n <zone name> -f <zone file name>
IR
az network dns zone export -g "myresourcegroup” -n "contoso.com" -f "contoso.com.txt"

& <$EA Azure DNS BREBLASHEIEAR myresourcegroup FE contoso.com Xid, HH/ES BIND FEAHIX I,
AHFEE SR contoso.com.txt HA,

3. SiizerkfE, MKESHFIRR NS iER. #HI NS iICREAFHKEFTEEIE,
4. SRFEFNE, SE—NFIRFE EiEE— T IENERE) .
5 SAXENH:

az network dns zone import -g <resource group> -n <zone name> -f <zone file name>

6. SAREE, BB TIAT < RIRIEKE:

az network dns record-set list -g <resource group> -z <zone name>

7. WIESERE, BREGIEHZEIMEBHERZRIR NS iCR. EBRINS iCRER, BEiTUT®RS:

az network dns record-set ns list -g <resource group> -z --output json
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
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Azure 8 DNS

1. BFRENE Azure XIFAGEITE, BELE Azure CLI LUFEFE Azure BRETREEE,
2. BYEFUTHSSHXE:

az network private-dns zone export -g <resource group> -n <zone name> -f <zone file name>
)
az network private-dns zone export -g "myresourcegroup” -n "contoso.com" -f "contoso.com.txt"

H#5SEA Azure DNS BREBLISHEIELE myresourcegroup Hfd contoso.com XiF, HIE/ BIND FERHIX
SHTFEESRISIHEHRY contoso.com.ixt H,

3. StseRkfE, MEESZAFIER NS ISR, #HI NS ICREAFHKEAT L,
4. BRFEFRER, S FNERE EiEE—INENERE) .
5 SAXENMH:

az network private-dns zone import -g <resource group> -n <zone name> -f <zone file name>

6. SAREE, SWBIHETIA TS RIGIEXE:

az network private-dns record-set list -g <resource group> -z <zone name>

=3 ]

e Azure DNS 3Z¥H@id Azure CLI # Microsoft Azure | JPSAFISH XESE,
e Azure EFH DNS @it Azure CLI SAFISEXEIE. BHEIASZHET Azure PowerShell B
Azure [JF SIS,

SEAE

o IEEITERLATMESKRIFIEAIRNR Azure DNS 3214,
o EHELITHZE Azure DNS A,

o  THREZZ(SE Azure NI DNS BEAFISH,

o THREZ(EE Azure 55 DNS EAHISH,
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https://docs.azure.cn/zh-cn/dns/
https://docs.azure.cn/zh-cn/dns/dns-overview
https://docs.azure.cn/zh-cn/dns/dns-import-export
https://docs.azure.cn/zh-cn/dns/private-dns-import-export
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1E#% Azure ExpressRoute SEfl

ik

BRIARSZHFS Azure XIEIERS Azure ExpressRoute SKfll. XITEERICAINITRE, HAIEMEIERIR Azure KigiF
BIFEFTAY ExpressRoute Zei&FI5HY ExpressRoute [,

shaZ
FoRFM
TE#1T Azure ExpressRoute IFRB 2RI, BRREEETHIA T RE M :

1. FOLIRINE:
o ERIRIMEIRHEMBRMESHING, LUEEFHRLIERISRE,
2. TRINIRSSIRUES
o HHABRIRSIZMHEEEIFEIR Azure XiF#HJ ExpressRoute IRSS, FLARSSIRILRTAIRENX
ESEXIEARSHERARNESTEE. >tnE ExpressRoute SKU ARSZIHEHIZBGA XIGH
&, FHERM ExpressRoute BRIRMIINAM A BESIFLINGERE. FAIFNHLEERIZERN
Azure EREEIEMD Azure IR, BEHRE, BRAIERIRSIRME.
3. iEHEXY:
o BHFIEZHMAAFMIEN, HhHFIHEN.,
4. THAIRIR:
o TEMKINEPEIITRIIRE, R,

HXSEXHE

o JBIISERL ExpressRoute HFERBIFTIEHIRIR,
o THEAMEIBIFEHTAY ExpressRoute f3E,
o TH# ExpressRoute (UEHIRSZ IR,

o FNEAX ExpressRoute FIEZHLNEE M AINE.
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https://docs.azure.cn/zh-cn/expressroute/expressroute-locations
https://docs.azure.cn/zh-cn/expressroute/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/expressroute/expressroute-howto-add-gateway-portal-resource-manager
https://docs.azure.cn/zh-cn/expressroute/expressroute-locations
https://docs.azure.cn/zh-cn/expressroute/expressroute-about-virtual-network-gateways
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1¥%2 Azure Public IP

Bk
2F P HIIFEATLIER, (BRIZERNAEA IP I SEHOECAEHTRY 1P itbik,
RFEBNIEAS P HUIRIRS TR, GINEU, TSREXIERI, Flan:

o BT Azure FiREEFSERIEX T Azure VM | Azure Docs

TR SBEAE IP MIENARSHFRIBEBOE— AT IP i, BSHRIELREREFEXER.
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https://docs.azure.cn/zh-cn/resource-mover/tutorial-move-region-virtual-machines?toc=%2Fvirtual-network%2Fip-services%2Ftoc.json
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1Fi% Azure FRHIRSSEISCH]

ik

ERIARSHE Azure XIERS Azure BREIBRSS 2 SE). BTG BiR Azure IFFREUERFTRY Azure ERFRBRSS
%0

{StRIE

AIRTEE S EMMIEEMX (ExpressRoute B¢ VPN) BIREMSHOIZabRERmERS s, T ER(Femkals
HIEHL

HE

1. EFERXKENNSEHRI, REES Azure BRHRSS SR 28237 BGP XEHH NVAs ERIMIERERR.
A S
FoRF

TEi#1T Azure BRERBRSS 28 TR, BRRBEUATOREM: 1. BIRRIEAIEINE. EIUMERK, NVAs
CEBERML. 2. NVAs /5 Azure BRFAIRSSEREPEER— VNet BREIZABEE VNet PRI NVAs JIFER. 3. 10
EREZES Azure VPN F1 ExpressRoute RJX5ES. BGP X%, APAMXBEEIPETEENEIMNEF. 4. EB
IRRIREFERRERI, BER Azure BRFIRSS IR

3 1=

TSR
1. HBIR Azure BEHIRS B AR REELEBIRXIEHE.
2. 15 Azure IBRHIRS S EFEIERBIRXEL.

o f#F Azure P EIEHECE AR ES.

o {3 Azure PowerShell SliEH AL B IRHIRSS 28,
o {#F Azure CLI BIEHEEEHIRS 8.

o {&F3 ARM tEAREIE Azure BREHARSS 28

SEAE

o TR AR Azure IRHIRSSEE.
o  THEHFE: BCE Azure IRHIRSZESEMSEINIZE (NVA) Z[BHY BGP WEHIZE.
o  THE HFE Azure IRHIRSSEEITRR,
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https://docs.azure.cn/zh-cn/azure-resource-manager/management/azure-subscription-service-limits?toc=%2Froute-server%2Ftoc.json#azure-route-server-limits
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-route-server-portal
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-route-server-powershell
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-route-server-cli
https://docs.azure.cn/zh-cn/route-server/quickstart-configure-template
https://docs.azure.cn/zh-cn/route-server/overview
https://docs.azure.cn/zh-cn/route-server/peer-route-server-with-virtual-appliance
https://docs.azure.cn/zh-cn/route-server/troubleshoot-route-server
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1¥FZ Azure Traffic Manager

k5

o &N
o JTREFM
o HEEI(F

o IIBEER
o IIRERLER
o tlEnEEERIENY
o IIESK

o FERIR

=11y

BRIASHE Azure RIEIRREEEREEXY. BSHEEGXEFEEMIREEESREEXY, Ak
FHOREEERPTNEEREFRE, NTSEIE Azure KIBITHIMEETERS,

A ]
FoRFM
o TR Azure R EEIREACE FIERIXIE.
o MEHEXERESHER Azure XIFFHE, FHMIFEREITL.

o IFWIE Azure ITRIREARITEBRXEFOIEREEEREEXY. NEFERKESHFH], BT
HECEN.

o  HRRTFEHEMEBNRR, LSHRFNREEESREN Y.

HEIE

TRz A, BRREESLTEM:
1. — B Azure 1T15,
2. EXEFBRXEHHRERR.

3. MREHNRESEREEXMNIEHEAEEHTIES, AEEXERCSEEND.
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FEL R

EBEE

=3 = Fryvy

T RREEEREE BN R ERFERR NI FINERE B iR Azure X,

iR EE R E N

EEILUEE Azure [JFEL ARM AR BRI IR E E TR E
1. BRE Awure [ 7, REER ERE".
2. KRERREESESRMENS, FIEHEITH.
3. IEFERE"™"SHER,
4. SR SRR TUERGH FBE
5. IGR'RESH, EEIRERRTPFIFF parameters.json S,

6. RFERBENEEERECEHRTR, 1B <source-traffic-manager>"BiR NI NER, BIGEFRIEE
5154,

7. NRTEERETEEIEENNALER, B8 <resource-id>"BH AN NEIR ID, BIEHRR D IBEES IS,

8. (EXUSTEImIERRTILE RF".

"$schema": "https://schema.management.azure.com/schemas/2019-04-01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"trafficManagerProfiles_source_tmconfig_name": {
"value": "<source-traffic-manager>"
b
"sites_tm_webapp01_externalid": {
"value": "<resource-id>"
b
"sites_tm_webapp02_externalid": {
"value": "<resource-id>"

9. EERERIR", TEEKY\SRIERRPIIFT template json S,
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https://portal.azure.cn/
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1. LIRS PIEE T
12. EREAER>TH, SREERE EERRE AR BEIRITI,
13, IR EAGR>"RRE", SERESREEHERRENHNEINZRE.
14, IBFEAER>XKE", SRESREEERILE MBI,
15. HINBEAER > REEERRE Y SFREETIER.
16. HIN"BNMER>"BEREIR ID 2&IEH,
17. SR HPHEE.
18. & QU LIERE Binn B BT RRE B X 4.

BEES
1. BYREETEESECE 4RI DNS Hhbihia2est st 73z,

2. BEEEmAREREEER, SRR SRR EHIEEE LI, BL LDNS fJ&E
ZEFTIENEEXHER, EERFRENHGZR, RIFSFG—RISELABRITEILAEREEE TR
BT EN Y.

iR
SRR EESRE, ERETUZLNISRAESEERE BT, TIEEmR,

B8

BT LR, BELINEG Azure Traffic Manager BRE AN —MXIENFHRIS— X, BHRIEREITBISIE
AR ES—E, LiBERSIRERSRS . MEREATEEE, FLSE Azure B/ RYEEAR Azure 1
Az,

WIHEH— T i Azure Traffic Manager 1T, BISEEXI:
e Azure Traffic Manager A&
e  Azure Traffic Manager 212

o BUFEEFRAY Azure Traffic Manager
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https://docs.microsoft.com/zh-cn/azure/traffic-manager/traffic-manager-metrics-alerts
https://docs.azure.cn/zh-cn/traffic-manager/traffic-manager-overview
https://docs.azure.cn/zh-cn/traffic-manager/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/traffic-manager/quickstart-create-traffic-manager-profile
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EHTIEER, BERREA) Azure STIFEBA,
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1E#% Web Application Firewall (WAF)

ik

EEIRNAREFMXM WAF (FIEIN) , @ BRAE EREMIAt 1P il 6l SRiRaN RRFMEE.
ISR TR MERAIN FfE AR BT EIFR E.

‘>
FoRF(F
o HRIA Azure ITARIFE BRI BN ARERFRX SKU,
o SETRRNABERMXTEHAERSBALIERRE. Y TIERY REIRSEERE SN RIS,

o NHRBEMIERNFERMXFRE BRI ER SRR TR B RIS,
o MNTNAEFRMXAIENE, YREBHRKIIATFRFRE:

o RREE (XL IP)
o JRmEEIR (a0 VM. EEUAMRE, Azure NAIIRSS)
o LRHE

o Certificates

o ZHNRE

o EBREA
. ORI PR T R A S AR S A TR AT R ARSI,

A 1=

EBEE

TSI 15 Azure NI Web N FFFE RIS (WAF) IEEIS — X LUT BHFMRITER LR,

HXSEX]HE

e  Azure Application Gateway 343
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https://learn.microsoft.com/zh-cn/azure/operational-excellence/relocation-app-gateway
https://docs.azure.cn/zh-cn/web-application-firewall/
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1F#2 Azure Load Balancer

=k

o &N
o JTREFM
o HEEI(F

o IIBEER
o SHHAIL 1P HUHEIRFARRERIFT I
o SHRAHIIERRIRFAEEEIFIE
o IIESN

o FERIR

.
clk
i

N

210

ERWERT, TAEER Azure FEAREIIHEM— N RKIHTRESHEIE— R, Fit0, (RTsHEE)
R SRR BRI TN, (REr SIS SN TE S A S SR B B — A X,

BRIASHFE Azure RIBGERREISEERSLA]. BR, AILUER Azure BIREESEIRKSHARIYERIIME
BCEMALL P ik, VT, 7 Azure [FPEPBEIS—XIE, 75iER: BRIGYEIRMNAL IP SHEIFEMER,
RIERITXEIEN 2L, ARZIEREPE R H X,

A 3
FoRFH
o IBIRIR Azure SaE SRR T Azure RIS,
o TETE Azure XEZ[BREEhTAEITMEEE, WRISHAIAETIEEE AR BirX i HrIETR.,

o FESH Azure AHIYERRECE, FPEENER—XELIE Azure ARITERR, FEREF MES5E"
el ESRINEE.

o  HERMESHEMAREAERIAERE. WHREEERRTREIYER. MERLH, R IPH
REHARIZE,

o BN Azure ITRIRERIFEBRXEFOIRAHIYERR. MEFERKESIFEN], BRMHLRHR.
o  HRRITFHEHEBRER, LSHFRRINREISE:RS,

o WIRELRAIEEGER Azure ARITEIES - BAEIR, WENEFRE Azure RAHITERS - IREIR, S0
Azure SEITERRMN BN THRETRE",
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https://docs.azure.cn/zh-cn/load-balancer/load-balancer-basic-upgrade-guidance
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HETE

EFHazRl, BHREESIAT R

1. — B Azure 1115,

2. FEXGFNBFRX AR,

3. Azure CLI B&EEHRE.

4. BFRCHNREIESSEEMIETHTIES, HEEXEREEEMD.
s 1=
FELTE

S 23 1P itHRIRH RS I FRX 1

1. BRE| Awure [ I, REEE MERR".

2. BEIGBIYESRER AT IP it FEEITH.

3. EFIRE"™>"SHER".

4. IEF SHER TNEIRE ERE .

5. EF'RIBSH, TEE\GRIBRRTTITIT parameters json 3.

6. EHEGWIE AL IP HUEFR, BIGRALL IP BFRT parameters T value BIHEESNBIRALL IP
WHERIRTR, IBRMEESISH. EXEERESRTIEE RE".

{
"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.jso
n#",
"contentVersion": "1.0.0.0",
"parameters": {
"publiclPAddresses_myVM1publIP_name": {
"value": "<target-publicip-name>"
}
}
}

7. EERRERIR, EEIRERIPFTI template.json 344,
8. BHEREEIFNL IP BERIBFRXIE, 55K resources TAY location FEIHE.

"resources”: [

{
"type": "Microsoft.Network/publiclPAddresses"”,

"apiVersion": "2019-06-01",
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https://portal.azure.cn/
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"name": "[parameters('publiclPAddresses_myPublP_name")]",
"location™: "<target-region>",
"sku": {
"name": "Standard",
“tier": "Regional”
b
"properties": {
"provisioningState": "Succeeded",
"resourceGuid": "7549a8f1-80c2-481a-a073-018f5b0b69be",
"ipAddress": "52.177.6.204",
"publiclPAddressVersion": "IPv4",
"publiclPAllocationMethod": "Static",
"idleTimeoutInMinutes": 4,
"ipTags": []
}
}
]

EERMXIFERD, BE0 Azure (U5, KIFRBENHSEIIKIESETR,
9. KAILMRIEFRRESIEIR PRI S

o SKU: TILTEEESEE A1 IP itk "89 SKU M standard B basic &M basic FXH
standard, REETE template.json {FHEK sku I name FBI4HERIAT:

"resources": [
{
"type": "Microsoft.Network/publiclPAddresses",
"apiVersion": "2019-06-01",
"name": "[parameters('publiclPAddresses_myPublP_name")]",
“location": "<target-region>",
"sku": {
"name": "<Standard/Basic>",

"tier": "Regional"

o TIRMRIE: TLABEERXE BHERER A IP XS, WMRKEEXEESE, &
BA P SIEATRE, FLUSERMXIEREIZEXIFAL IP, HaligESE 3 MXIgskelE
XIFTRALE IP,

"resources": [
{
"type": "Microsoft.Network/publiclPAddresses",
"apiVersion": "2019-06-01",
"name": "[parameters(‘publiclPAddresses_myPublP_name")]",
"location": "<target-region>",
"sku": {
"name": "Standard",
"tier": "Regional”
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https://azure.microsoft.com/global-infrastructure/locations/
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10.

11.

12.

13.

14.

15.

o Y IP pEHEFITHEEAY: TILUBITIE publiclPAllocationMethod B B Static "B "
Dynamic”, &M "Dynamic" & /9" Static”, REH AL IP HEicsiA. ALUEE
% idleTimeoutinMinutes B EESIMBRERENTHERE, BMESN 4. EELIRERS
HRIERERF

"resources": [

{
"type": "Microsoft.Network/publiclPAddresses",
"apiVersion": "2019-06-01",
"name": "[parameters('publiclPAddresses_myPublP_name")]",
"location": "<target-region>",
"sku": {
"name": "Standard",

"tier": "Regional"

"zones": [
.
o

L

"properties": {
"provisioningState": "Succeeded",
"resourceGuid": "7549a8f1-80c2-481a-a073-018f5b0b69be",
"ipAddress": "52.177.6.204",
"publiclPAddressVersion™: "IPv4",
"publiclPAllocationMethod": "Static",
"idleTimeoutInMinutes": 4,

"ipTags": []
HESIR BRSPS RE
TR EAMER>"TE", SEREE QL 1P it ERERIAIITIR.,

SR EAER > RIRA", IEREES A P SEFRIRIRE. JLUEE g kAERat P
BIEHHRIRE. FERRIMEBRRSWAERAH IP FRERERRE.

A EARER"> K RERENIERNERXE,
FIRES, HA" At P I BIRE R S5TRIE parameters JriE=E I AR TREILEC.

yrici= =L pA el e
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16. BEE"EIELIBBE BN A3t IP thit”,

17. MREBF— a3t P ERTEBHNRIGREIIERIHLL NAT, BEE LASRSHE " MHIAA T
IP FISHEEE BRI,

SRR R H SR B AR
. BRE e 1P, WEHEE SR
2. HEIBEBH RAIEE e,
3. BHERE SHIRR
4 M SR TR RE,
5. PERESLY, RGBT parameters,son i,

6. EERRIE NEIYERRBIRISE, B &SR BRE value BIHEESUIEIERIRTR. BRI
EESISH.

"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#

"contentVersion": "1.0.0.0",

"parameters™: {
"loadBalancers_myLoadbalancer_ext_name": {
"value": "<target-external-lb-name>"

"publiclPAddresses_myPublP_in_externalid": {
"value": "<target-publiclP-resource-ID>"

L

7. EEREEINERNAL P IEATERIESRPEIRRY AL 1P Il RYE, WRSTREUZEE ID,
SRISIGELHEMERY parameters.json X4, XEX ID S8

1. EB—MUSBIFSTREDR, BRE A | JFFHARE HRE',
2. HERTESBFORI AL IP I, ITFZR.
3. WERESEE

4. EAMN, REETFR ID"FEESHEIBR. 5&, JLUSE SR ID"BEEMN SHE
BIMEHR"s

5. &R ID #iEEHES — P NSEERE e P Y IS RiBsa A value BIHE:
"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParam

etersjson#",
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"contentVersion": "1.0.0.0",

"parameters": {
"loadBalancers_myLoadbalancer_ext_name": {
"value": "<target-external-Ilb-name>"

"publiclPAddresses_myPublP_in_externalid": {
"value": "<target-publiclP-resource-ID>"

b

6. IEE'RF".

8. MR NGREIIERRECE T Huk NAT FOHIEHN, BPALXHHEBRE=ARE, RFRENNTHIEA

HIP 95ME8 ID. EBERFRIFFTES DASRUGREHIEALE IP B &R 1D, BIZEIR 1D #MGE
parameters.json A& :

"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",

"parameters"”: {
"loadBalancers_myLoadbalancer_ext_name": {
"value": "<target-external-lb-name>",

1
"publiclPAddresses_myPublP_in_externalid™: {
"value": "<target-publiclP-resource-ID>",
b
"publiclPAddresses_myPublP_out_externalid": {
"defaultValue": "<target-publiclP-outbound-resource-ID>",
}

}I
9. EEEIR>"IRIEER, EEKIRIEERRTRTIT template.json ST,

10. EEREBIINILEIESRRESEERIINERXY,, BEH template.json {47 resources
B9 location B4

EERXIFERD, BE0 Azure (U5, KIFRBENHSBIIKIEETR,

"resources”: [
{
"type": "Microsoft.Network/loadBalancers”,
"apiVersion": "2019-06-01",
"name": "[parameters('loadBalancers_myLoadBalancer_name')]",
"location": "<target-external-lb-region>",
"sku": {

"name": "Standard",
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"tier": "Regional"

L

1. EHLWRIEERNBRELERPRIIRMSE:

o SKU: AILIERCE R ity 1) SKU NRE BN BEA", BEN ER "B RE"
, R template.json STEHEX" sku" T8I name BHEEDH :

"resources”: [

{
"type": "Microsoft.Network/loadBalancers”,
"apiVersion": "2019-06-01",
"name": "[parameters('loadBalancers_myLoadBalancer_name")]",
"location": "<target-external-Ib-region>",
"sku": {
"name": "Standard",
“tier": "Regional”
b

o GEIEHN: vILUSISTE template.json ST{4HY loadBalancingRules TN Miias:H .,
FEBCE R INE MR A B SN -

"loadBalancingRules™: [
{
"name": "mylnboundRule",
"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",
"properties": {
"provisioningState": "Succeeded",
"frontendIPConfiguration": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBal
ancers_myLoadBalancer_name")), '/frontendIPConfigurations/myfrontendIPinbound")]"
b,
"frontendPort": 80,
"backendPort": 80,
"enableFloatinglIP": false,
"idleTimeoutInMinutes": 4,
"protocol": "Tcp",
"enableTcpReset": false,
"loadDistribution": "Default”,
"disableOutboundSnat": true,
"backendAddressPool": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters(‘loadBal
ancers_mylLoadBalancer_name')), '/backendAddressPools/myBEPoollnbound")]"
b
"probe": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBal
ancers_mylLoadBalancer_name')), '/probes/myHTTPProbe")]"

}
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o

]

B sTLABIETE template.json SXHRT probes THRINEMIERSEZE , EERCEFRINEMIERT
BB SRR

"probes": |
{

"name": "myHTTPProbe",

"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",

"properties": {
"provisioningState": "Succeeded",
"protocol": "Http",
"port": 80,
"requestPath": "/",
"intervallnSeconds": 15,
"numberOfProbes": 2

]I

AUG NAT i) :  =JLAUBISTE template.json X44HY inboundNatRules TR IIEMIBRSE
SR INEABR SO EERAI NI, NAT HIR :

"inboundNatRules™: [
{
"name": "mylnboundNATRule",
"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",
"properties": {
"provisioningState": "Succeeded",
"frontendIPConfiguration™: {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters(‘loadBal
ancers_mylLoadBalancer_name")), '/frontendIPConfigurations/myfrontend|Pinbound")]"
1
"frontendPort": 4422,
"backendPort": 3389,
"enableFloatinglP": false,
"idleTimeoutinMinutes": 4,
"protocol": "Tcp",

"enableTcpReset": false

]

BEFTAE NN NAT SRUESRIIEER, ZMULRES type BIEHIITE template.json XX
HHRE, BEHACEMER:
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"type": "Microsoft.Network/loadBalancers/inboundNatRules",
"apiVersion": "2019-06-01",
"name": "[concat(parameters('loadBalancers_myLoadBalancer_name'), '/mylnboundNATRule')
I,
"dependsOn": [
"[resourceld('Microsoft.Network/loadBalancers', parameters('loadBalancers_myLoadBalanc
er_name"))]"
Il
"properties": {
"provisioningState": "Succeeded",
"frontendIPConfiguration™: {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBalancers_
myLoadBalancer_name')), '/frontendIPConfigurations/myfrontendIPinbound")]"
1
"frontendPort": 4422,
"backendPort": 3389,
"enableFloatinglIP": false,
"idleTimeoutInMinutes": 4,
"protocol": "Tcp",
"enableTcpReset": false

o HBEEHN: TTLUBIEYREE template json X{EHEY outboundRules B, 7EECEiRINEMIER
AR :

"outboundRules": [
{
"name": "myOutboundRule",
"etag": "W/\"39e5e9cd-2d6d-491f-83cf-b37a259d86b6\"",
"properties": {
"provisioningState": "Succeeded",
"allocatedOutboundPorts": 10000,
"protocol”: "All",
"enableTcpReset": false,
"idleTimeoutInMinutes": 15,
"backendAddressPool": {
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('loadBal
ancers_mylLoadBalancer_name")), '/backendAddressPools/myBEPoolOutbound")]"
b,
"frontendIPConfigurations": [
{
"id": "[concat(resourceld('Microsoft.Network/loadBalancers', parameters('load

Balancers_myLoadBalancer_name')), '/frontendIPConfigurations/myfrontendIPoutbound")]"

}
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]
12. fEfmigREItE RE".
13, IR EAER "I, DISRESRIERREERNTIR.

14, EBFEAMER>"RRE", NERERRIIESRTSRINERE. LIS "k BirNBREs
EEREMIRIRE. BHERERABTRERASIERIERIRAZRTE.

15. A" BEAER">" K EERENQHIERBEN BRI,

16. FE'IRE"T, HFABMRESSIAIE parameters fRiBes R NIZTRENE., ARSNEEFHRTE
~HIPIEFRTHIR D,

17. G HPF .

18. EFEIZE", TSR REIIERRIIRIRAE.

IEIES i

1. BEiFEIEREIEN G EIIERAE.
az network Ib show °

--resource-group <TargetResourceGroupName> *
--name <TargetLoadBalancerName>

2. MWRFAIRE SRR ERSIER TF.
ETEOes
iR IR

SNREEAFHREIIERIERIZT, TLAMREXER BRBERR IR R IR,

az network Ib delete
--resource-group <ResourceGroupName> *

--name <LlLoadBalancerName>

[SEe

=

BILL LR, SELRINSARIYESN— T RETIRAS— K. BHEEIREEPFEEES—2, U
EREIEERTIRS M. MRBINEAERE, TLASE Azure BTTSHUEERR Azure SRS,

H—2 T AT Azure TRESEIRRROIERS, BESEEXGE:
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o Azure TiEtYERRRIA

o Azure EIYERSHIE

o BUEEFRAY Azure THELIYEES

o Azure AEIYE RN BN THRE RE"

SBHAIEE, BEREEAY Azure STIFEIBA.
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https://docs.azure.cn/zh-cn/load-balancer/load-balancer-overview
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1E52 Azure NAT %

ik
Azure NAT MXE—ME2itEEBEISRAIMEIIIIEER (NAT) fRSS. SJLAGER Azure NAT RIKIEEAFM
FRROFTE LA HIAREEIERER Internet, FRRMRIS=EEM,

NAT WXSEHIRBEERN— M KIEBER— XIS, —MFRTEEER Azure HIRIEETEERGSIA NAT KX
KEXHFFERRBERXIE. AfF, ERREFEIE NAT XA, AEEBaREIRSHLFIREK. E
B9 NAT RRFER XTI T/E, s LR I EAaYIESEA).

{SHLESTE
TR RAGHORRIE, ISR Avure MOAFHIEE: TR,

HXSE NS

o HEBERRBES—MXKIHELIEFECE NAT X
o PREEN[T: fEFE Azure [JFRIEE NAT fI3%

o NAT RIKHIRJ Rt

o {3 Azure NAT [FKiZiTEEILR
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
https://docs.azure.cn/zh-cn/nat-gateway/region-move-nat-gateway
https://docs.azure.cn/zh-cn/nat-gateway/quickstart-create-nat-gateway-portal
https://docs.azure.cn/zh-cn/nat-gateway/nat-availability-zones
https://docs.azure.cn/zh-cn/nat-gateway/nat-gateway-design
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1E%2 Azure Network Watcher

=11y

Azure WLZEMERFERF (Network Watcher) ABARBEERMN—MXIFIFBEIS— X1,
MLEINERIE AR ERIHEFE Azure KEEERRS, BT HEMZEMERE.
SN SER XS RIE R S MNENREF. A, HRIBREINFEAEZ BEE.

[ShE

EEFIMETERRT, BENRIAMRR TR IRIE,
NERBRUFEAER, TLAS%E Azure B SRYEREAR Azure ARSI,

BXEZER: &R MEWEEFML, * THREX ERESEA Azure WENEEFNESER. * THEX
MEZLARATCRNESER. * FiEAX ERLNRNRE. * B NENREFIENDEES. —
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https://docs.azure.cn/zh-cn/network-watcher/network-watcher-overview
https://docs.azure.cn/zh-cn/network-watcher/network-watcher-create?tabs=portal
https://docs.azure.cn/zh-cn/network-watcher/nsg-flow-logs-overview
https://docs.azure.cn/zh-cn/network-watcher/connection-monitor-overview
https://docs.azure.cn/zh-cn/network-watcher/frequently-asked-questions
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Ft% Azure EHRHEEIRSSSH)

ik
ERIASHE Azure XIFIER Azure TRMERIRS LA BATEINEIERR Azure XIFHPEIZFIIERIERIRSS.

{SHLEE

BT RIS RAYSHEIE), BB E[5 Azure FIZRAESR . BETETEA

.
i3
1. HETHIEERSERNFIERR, itnERSIEs. B, EE. Azure PaaS RS,
Azure EF3 DNS &R,

2 WERFELEALANEE. S ONSBE,
3 4=
EBTE

st RIS R ERYARSS
. EEEECRRERS RS R,

2. HRSEBERKTIRIRERHISE TR BRXE,

3. BIE—NEAMEIRSH S BIRENGaEIYEs. ERRETRME, FLUER Azure [JF. PowerShell
B Azure CLI,

B E R RS

o IEREMHPEICRENRNR IP EE.

o IEETREEIRSSH NAT IP A FK.,

o IEERSREAERRSERNEMEERSRE.
4. BERRERENPERITIRERIEINESH.,

X

X

5. FREREH DNs XiE/EFRIfSSECE DNS RUIRE.

£ Azure PaaS JR53

1. BIRMEREEERERN Azure IREEETIREIBIrKIR. BXZISETHIEHEN Azure IREBRVER, BS
5% Azure T FEHEZET] FAME.
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https://learn.microsoft.com/zh-cn/azure/cloud-adoption-framework/relocate/select#select-a-relocation-method
https://docs.azure.cn/zh-cn/private-link/create-private-link-service-portal?tabs=dynamic-ip
https://docs.azure.cn/zh-cn/private-link/create-private-link-service-powershell
https://docs.azure.cn/zh-cn/private-link/create-private-link-service-cli
https://docs.azure.cn/zh-cn/private-link/private-endpoint-dns
https://docs.azure.cn/zh-cn/private-link/availability
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2. EEEFHERTREREREER Azure IRSUATHIARER Azure EREHE. XTUTAEA Azure IR
CIEERRES, BSREEX Azure IRBAVEIE. W1, 22 [FREHERE LS Azure Functions 5

Azure FEHURILEERAK.
3. HRATBNEEREREESEHE DNSIRE.
TR
EETXEEFTEEEHENTERER, BNXANNERAMNAZRE—RRE, LIERP=R,
SENE

o Azure THHRHETT M
o AR Azure TRIHEEE

s MARTHERER
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https://docs.azure.cn/zh-cn/azure-functions/functions-create-vnet
https://docs.azure.cn/zh-cn/azure-functions/functions-create-vnet
https://docs.azure.cn/zh-cn/private-link/availability
https://docs.azure.cn/zh-cn/private-link/private-link-overview
https://docs.azure.cn/zh-cn/private-link/private-endpoint-overview
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1E#2 Azure Virtual Network

k5

T
. REI(E
. EBLE
o SR

o [EHUENR

o Bl Virtual Network
o FgE& Virtual Network
o IFBXREXEIR

o IIFESAR

o BEAR

=

ERIASIHE Azure RIERBREIAMLS, BN BRI EEAIEIINEG, FRERIBEIXLREMN
RILER,

AFEMEEIESEUNTIE Azure FEHIRES (Virtual Network) M—MEEGFREIB—MXEL. TGN BRI LR
XINEFHTERE EIANESHD TSNS E X EiT. EMMPERSHFE N TERBRIRIITR, XFER
XIHAIE A IP HUBTE . ENER ARM BREEEIRTERE UM,

FoRF
o TESITBAIEIMERERHIFTERIR.
o  WMEXIEFEHE

o faEIYERR

o FAFENHIEEH (UDR)

o NAT k%

o DDOS {#Fit%l

o MEREH (NSG)

o {REBTH Pt (AHEES P i)
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o MNEEFRZEH (ASG)
ARG TR Azure XigA,

PITSHEMMNSHEEER, ER—XHEZEIMNSIEE, TE MNES5E BelESRIINIE
&,

RERMNEDBINNIEEERNERR. WHBERERRTRIEIEEE. MELLH (NSG) Fin
=P,

IE Azure ITRIRERIFEBRXEFOIRENNG., EESAHRIE, BERERSHFE .
TR ESSEI:

o IIREAEA P ISEEER, NeJLARMEFHERREMMEFNS N TIERE.

o EFEPEIIEIFERXEFERMERETR IP HISEEEATIEIN,

o MWRKREBTRXEFERER IP titEN, NWARREERAHRS (Q3 IP iblih) BYFEER
Xigin B irX s @SRRI R.

HEETE

EFFRZEl, BRRECEESLUITRM:

1.

— B Azure 17153,

TR XN B AR A AOASL R,

Azure CLI BRI=HEEIT.

B S MEMEIER NSG BEHNZHTEEIK.
BIEMMEZLEH (NSG).

£5H DDoS fRiFitLl.

TSR

SRR

SHES Virtual Network IR EHIEEAY ARM 154k,

1.

2.

BERE Azure [JF,

R TERR", AREFRY Virtual Network,

131


https://portal.azure.cn/

B Microsoft Azure i t 22 Z B¢ =w

3. EEFRE">"SHER,

4. IEFBISHENE.

5. GG SHER TR T

6. HEIM Azure TP TNEEIAMEAY zip E483 M, FHEESIAD.

I, zip RSB SERIEIRA template json ¥ parameters.json FIN3Z1,

(EekiEth
INEFHESGZIENR, LMERTLATE BRI HTRY Virtual Network,
1. £ Azure [JFHh, & SIERIR".
2. E'ERERRSOHS RN ERIPE", A5 ENTER,
3. IEFEIREE (EREEXEREE) "
4. mEOIE".
5. G TERERR AR E CRIRIR.
6. EERINESUY", AEEFEEE—TITERY template.json” 34 .
7. BT “<target-virtual-network-name>" 9B ¥R Virtual Network BFR ,

{

"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.jso

n#",
"contentVersion": "1.0.0.0",
"parameters": {
"virtualNetworks_myVNET1_name": {
"value": "<target-virtual-network-name>"
}
}
}

8. IEUI TG “<target-region>" i BIRXIE,

"resources": [
{
"type": "Microsoft.Network/virtualNetworks",
"apiVersion": "2019-06-01",
"name": "[parameters('virtualNetworks_myVNET1_name")]",
"location": "<target-region>",
"properties": {
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"provisioningState": "Succeeded",
"resourceGuid": "6e2652be-35ac-4e68-8c70-621b9%ec87dcb",
"addressSpace™: {
"addressPrefixes": [
"10.0.0.0/16"

b
9. EALMRERRESRIRTRIEMSE:

o IhhtZS[E): {824 resources>addressSpace TFHEM addressPrefixes [BIESRE RS MLZHIEEZSE],
"resources”: [
{
"type": "Microsoft.Network/virtualNetworks",
"apiVersion": "2019-06-01",
"name": "[parameters('virtualNetworks_myVNET1_name")]",
"location": "<target-region”,
"properties": {
"provisioningState": "Succeeded",
"resourceGuid": "6e2652be-35ac-4e68-8c70-621b9%ec87dcb",
"addressSpace": {
"addressPrefixes": [
"10.0.0.0/16"
]

o FM: FLABIEXIZIEIRAY subnets TIRE N FMBFRFIF MU ZS B EREFRNRS. TLABE
BEX name BUREXNTMEZFR. ATLUBIEN addressPrefix B4R E K T RbHEZSE],

"subnets": [

{

"name": "subnet-1",

"etag": "W/\"d9f6e6d6-2c15-4f7c-b01f-bed40f748dea\"",
"properties": {

"provisioningState": "Succeeded",

"addressPrefix": "10.0.0.0/24",

"delegations": [],

"privateEndpointNetworkPolicies": "Enabled",
"privateLinkServiceNetworkPolicies": "Enabled"

}

1

{

"name": "GatewaySubnet",

"etag": "W/\"d9f6e6d6-2c15-4f7c-b01f-bed40f748dea\"",
"properties": {

"provisioningState": "Succeeded",

"addressPrefix": "10.0.1.0/29",
"serviceEndpoints": [],
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"delegations": [],
"privateEndpointNetworkPolicies": "Enabled",
"privateLinkServiceNetworkPolicies": "Enabled"”
}
}

]

10. 1EMIEERIE, G “template.json” IETEY {RE" .
€I# Virtual Network
1. BASEEELE:
o iTH: ¥EEE Azure iTH.
o R MEEEIRREAERE,
o Eifi: BEEEEEIINEHHEIN Azure Ki,

2 GRORVEE EESOEE. Ol
AgE Virtual Network

EUNBHHIEEEEFASSHIIERT, EOEEUNSHEREE, SEERRTIN TR

o Azure PXiE

o XFHEK
o RBBER
o TH&RER

IFRMRER R ENEMNETIIRE, TUSEREMMNER T IR EIXLIIEE,

FEREARIFIR

EREFIERSIEXRIRAIECE, EEREEFIEIMNE, SEERRTINTI:

o RN
e DNS [Rs3Es
o MELTEH

EEH S WEXFRTEFM.
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BEES izt
1. AR EEROG N, R FEREER.
2. WIEEMNEAEEERED, HERERSR.
3. lERTFIRRATER RS RO, IBRIERIESS,

i

SRR KIEPIETIER, JLMRIBNER:

““powershell

# MHIBRIR IR A REHARI 45

az network vnet delete

--resource-group <ResourceGroupName> *
--name <VNetName>

cIk

&

B PR, GELHINE Azure Virtual Network A—PMNXIFIFRBEIB—1MXis., BHRREIBIETIE—
SEMFMISE, LUBGREIEERERS . MNRIBEWEAIRRR, TILASE Azure B XAYERELR Azure AR

5.

THRAIEHAT Virtual Network BITFRE, HEXSEIRY:

e  Azure Virtual Network #EA
e  Azure Virtual Network &

e  Azure Virtual Network #i%/

BRI, BRG] Azure STRFEBA,
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https://docs.azure.cn/zh-cn/virtual-network/virtual-networks-overview
https://docs.azure.cn/zh-cn/virtual-network/#step-by-step-tutorials
https://docs.azure.cn/zh-cn/virtual-network/virtual-network-vnet-plan-design-arm
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FEREHI WAN

ik

RERIISEEENENG Azure FEHL WAN \—MNEEERZIZ— XK. EES, Azure FEfl WAN RBASTFFEZAY
Xt EtFEFNEHEINEERR.

ERZHIERT, BTRRSMEZIERX, Azure Bl WAN FEEBERHEIXEFIFAIER~EB, —
BB RREHN KIS EIE— MR Azure FZHL WAN, FH5ZBIRIENL WAN BHTEEX, SNRZFIE
WU RIS (VNet) AFRAERXE, NaJLUEIERMMXKIEHEEUMSIA, FETHHEED

VAZ% Azure Virtual Network KIEITZIER RS, EREISHIERRHRI Azure EEHL WAN /1, FAEERATLA
S [GEIMEIEERELL WAN B0 PRIRE. MNRFEEEIMNESAMEFTRRIKE, NEEMTSZHRIE

WU (Hub) BOERE, FEIERZEIRRY Azure I M .,

Azure FEfil WAN EB 32 SEMEERI T, EHEERAIHMTFRIFIES.

EizRES
o IHHEHNSEMHMEERE
o IHMEMBRIEN WAN BtE: SEANEZRIENI WAN [UIRE, BIEREMIMLE (VNet), EZE. K
3. VPN RF] ExpressRoute MXEZEE.,
o HEIPEHMEE: WRATEEEREEED, IMEEIRIIREREHIMATEERREIRE. 755
ETREMEING, EE. BAXR. VPN RXF] ExpressRoute MKATFAIER.
o EEBATRIEE
o FABRREBSHITEEZEMIREIL WAN IHEEFIRIREE, BXFAER, B85 =1L WAN &
{ELKEROINE —3L.
o VHHERIERERRIIVSS AR D
o AYSSEMBHT: RBIMRLLVSS N AFIARS T IRIAEL WAN, FHHSE(EERIE+e
BEZRIRORIMD, FREXT XSS N AR ITEHSAIRT 8BRS R,
o FIEAXEIDE: SHEHEXNEAIRGEEXRE (WWSER]. 1T E4E. Z2B%)
A, HRRM0) TR IR BRI R R A,
o FFBEH: EAENFETREZMMNARIIER,, SMIIERAI BRI EERIARSS i,
o HIERINTHENE
o IEBEOMREE: ERWSEIERHTIER, LIR/IMEXIWSIEITHIFNME,
o IGRIBRAE: HXBISN MRS SRR R EHIRE. Fla, KSR VPN
RN S PR EL R AR S5 SRR K L SSROELR M,
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https://docs.azure.cn/zh-cn/virtual-wan/howto-connect-vnet-hub-powershell
https://docs.azure.cn/zh-cn/virtual-wan/virtual-wan-locations-partners
https://docs.azure.cn/zh-cn/virtual-wan/virtual-wan-locations-partners
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o [EFH: HEFENVEIRITL, LR EREPHRARTIAEE, MR RERSZIR
BRE.
o BAHES
o MXIFBIER: AP UHMEPEINERIERE, BIEFMESRMNEERSRIER. MRFTXEH
HIREHL WAN FIHEX S IRRES IEH T,
o HBIEMBAFTCH: REFMANRENATER, MEEERIIERSIAT s e SHIMERE.
RS AR IIADRRIR ] BERYIERE.

BUERFRRIEERL WAN FiEid VPN &%

VPN EERNERL WAN 22— aES A RN IS R,
1. TEFRIXIE R EIERERRY Azure Bl WAN

gljE WAN

Ex =5+01E

=¥ WAN HiFFT Azure EERIERIEE, FEESTERIES. THEEEEST

DIEFEER

{75 * | backteam-Test02 (MSFT-Sarah) v |
©iFA * | rg-ym-cn3 v |

HE

EEfil WAN =R

i * | China North 3 v

= | |

=3 O | e v |
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2.

3.

BUEEHTAY Hub

BUBREHARC

BE S34=  $E@¥S ExpressRoute iR =& + 6l

;':F'n)% Microsoft FEERIEHINE. ZPOBEEMRERSRER. BTERFEMNSE(vpnsite)fOER. TEESESE A
HRFRER

5 vWAN —, BEEETHEAEERE FE+FD.

1T ‘ E 55 i) ’
L i) | o= \
BRPOHRER

i * | China North 3 v |
£ [ vpn-hub \/|
TR ERmEESE ¢ © | 10.0.255.0/24 /]
EBROERY O | 2mEmEatcRAT, 3 Gbps BEE, 3352000 AELIHL v |
OBREEER * O | As & v ]

BB IR EIARRIR

BUREEHARC

Ex  iESSEAS  fErEiss ExpressRoute BRic  =E v Al

EESAESHNSERER(VPN M)A 5SS VPN s, RAIEREROEIMTIHIEE, ElERiTIElrr a7 iE

(R FRRRSShHTRIAE.
EEEMEESERER(VPN FIX)?
ERg= ©

PEfemETr ©

BHEEEm O

[EFERER of

- =)
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https://docs.azure.cn/zh-cn/container-registry/container-registry-transfer-prerequisites
https://docs.azure.cn/zh-cn/container-registry/zone-redundancy
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https://docs.azure.cn/zh-cn/service-fabric/service-fabric-cluster-creation-via-portal
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-cluster-creation-via-arm
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-cluster-creation-via-arm
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-cluster-creation-via-arm#use-your-own-custom-template
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https://docs.azure.cn/zh-cn/service-fabric/service-fabric-application-arm-resource
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-backuprestoreservice-quickstart-azurecluster
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https://docs.azure.cn/zh-cn/service-fabric/service-fabric-backup-restore-service-trigger-restore
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https://docs.azure.cn/zh-cn/traffic-manager/traffic-manager-overview
https://docs.azure.cn/zh-cn/traffic-manager/traffic-manager-routing-methods
https://docs.azure.cn/zh-cn/api-management/configure-custom-domain
https://docs.azure.cn/zh-cn/virtual-network/ip-services/public-ip-addresses
https://docs.azure.cn/zh-cn/dns/dns-zones-records
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-visualizing-your-cluster
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https://docs.azure.cn/zh-cn/service-fabric/service-fabric-tutorial-delete-cluster#delete-the-resource-group-containing-the-service-fabric-cluster
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-overview
https://docs.azure.cn/zh-cn/service-fabric/
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-quickstart-containers
https://docs.azure.cn/zh-cn/service-fabric/service-fabric-deploy-remove-applications
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https://docs.azure.cn/zh-cn/analysis-services/move-between-regions
https://docs.azure.cn/zh-cn/analysis-services/analysis-services-deploy
https://docs.azure.cn/zh-cn/analysis-services/analysis-services-backup
https://docs.azure.cn/zh-cn/analysis-services/analysis-services-overview
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https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-overview#service-tiers
https://docs.azure.cn/zh-cn/azure-cache-for-redis/quickstart-create-redis
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#can-i-use-geo-replication-with-my-caches-in-a-vnet
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#can-i-use-geo-replication-with-my-caches-in-a-vnet
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https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-scale
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data#export
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data#import
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#why-did-the-operation-fail-when-i-tried-to-delete-my-linked-cache
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#why-did-the-operation-fail-when-i-tried-to-delete-my-linked-cache
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#how-much-does-it-cost-to-replicate-my-data-across-azure-regions
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#how-much-does-it-cost-to-replicate-my-data-across-azure-regions
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-geo-replication#initiate-a-failover-from-geo-primary-to-geo-secondary
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-moving-resources#prerequisites
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-moving-resources#move
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BhZsLfl, BN, WNRKE Redis BIFMIERFICRIVEEER, WAL LIRS ERET.

BETR, 18585 5 Azure Cache for Redis SLAIFEENEIAE X

TR CEETEE—RRAYE., TILAE Azure Cache for Redis B9 #EA T EISHIE, MR RS BFRA EEE
17", NFRRZEFAIAER.

BRa, RN FREREHT/OERRTSLA.

{£F RDB XHSLISASRE (FBHR)

FHR Redis X T—FMinENE, BTFREFNNEFPEIBENRBHSEEFEEFERENMEGH. 3425 RDB,
BIH%S—" Redis EfFZE, Azure Cache for Redis S5 #FBIS RDB M EGEHIESNEFLA. LR
RDB M/&EEUEMNINBEF(EHZ Azure Cache for Redis,

iER RDB X/HH8TUFE Redis RS AIRJBESEN, FEABEASREOERENE. ENTHTSHNEFN
Redis WA= T HEFSLBIAGMRA.

FoRF
. REAEEESNEERE.
. BTAEENERANBANRAET—, BALRIMERTR,
. BHEETSHIER Redis KAT AT RERLAIA.,

S
EEGEFLABEIR— K, BEERBEHORESE R,

(E20|

1. BXUAE Azure Cache for Redis FESAFISHEIRIVFEMER, 1BSIRE Azure Cache for Redis F&
NS HEUE.

2. EFNFERERLAERMEFL.
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https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-moving-resources#move-1
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-overview#service-tiers
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-overview#service-tiers
https://docs.azure.cn/zh-cn/azure-cache-for-redis/quickstart-create-redis
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data
https://docs.azure.cn/zh-cn/azure-cache-for-redis/cache-how-to-import-export-data
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BEIIE

HLUBE KT Azure [P RRBRIBGBTEEHZHEHRIEH, RENSANRIEIHE.

WEEARMEE (BF. iREHNSHR)

LSRN BEFSEEEAIMEEFMRENHET, MARERTETABNEE. &7, NAER
BRAIBENETTEREE. SEFERELENRIERS, MAULSNAREFIRIZET, RaERREST.
g, RIRGER Redis (FASERME, BNBREFSIENEXIEIA 7 X, BEARNMET—RRE, RIRHEN
EFESMAERIISIEEE. e, FTROtKEE, MAGEOEIERR.

FToRF
. BTNERNERANBARSET—, BANRAETA,
HS

AEREFLAIBEIS— X, HEEERBIXEFEIESE —MEFLA,

(E2a)

SCHLCIRTRA— AR RN T -
1. BN BB N SLIFRIASES).
2. HBEMNRIGSCHIEEEE, BRIFTAEREBREIEALL.

3. EHTAERABLUXMFEFIERFISA.,

URIEREFE (FMBE)

AL TR NN EEEDEREIEFHEEE N Azure Cache for Redis, MTTEIEBEENTEISRE, T
RIS T ERBFEEIRM— Azure Cache for Redis SEFISHIZIARRE Azure BEEFXIFEFIBS—EF]. FRH
YRiEhA, (RUREESAI, RRBEARS B NI T ERHERIES.

FoRF
. BTNEROERANBATIRSET—, BANRAETA,
HE

o THEHAREFAEXETEIE VM, WREREERA, BEEINREERIRART VM LIRS HITE.,
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https://docs.azure.cn/zh-cn/azure-monitor/essentials/activity-log
https://docs.azure.cn/zh-cn/azure-cache-for-redis/quickstart-create-redis
https://github.com/deepakverma/redis-copy
https://github.com/deepakverma/redis-copy
https://github.com/deepakverma/redis-copy/releases/download/alpha/Release.zip
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o EEREFTIOBIR—KE, SEEEMBIXEFEESE —MEFLH.
ENBEFAENKEEE VM FAEMEXKECIEITERFE, TMZtIN—RIRE:

1. RIFFEFTIOSIELRERANZ. BTENTEFBASEEEREFTITONEEN, BLEE
HATISER,

2. (ERNAER GIEAFETR) BaSEENREFERNZIBRER. Bk SRHTETERE
—RREJIEA BE5oRk, BRBURTHIRERIAN.
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1% Azure Database for MySQL

H—iRSS=a

Azure Database for MySQL B2—ARSS8811HITF 2024 F£ 9 B 16 HZHiEA. EiNE Azure Database for MySQL
FPA—RR5SE8ITEEI Azure Database for MySQL RiEIRSSEE.

MeE—BRSSEREIEEI R iBIRSS SBIASTRFHHATNIRRIRE

o UNESRIR Azure Database for MySQL BB—fRSSEEEHSIZIRA v8.x, BHHREGIRIRSSERHY .NET ZFimIK
EFARATHRE] 8.0.32, LUEHRITREIRIEIRSS 285 LIRS AFRE T,

o SNSRI Azure Database for MySQL BB—fRS328RY5 |ZEhRAS v8.x, IBHHREIER ZRIGIRIRSS S8R0 TLS
ARASM v1.0 B v1.1 FHREI TLS v1.2, EAERIA/Y TLS IRAEN RiERS28F .

o YNSRIR Azure Database for MySQL BB—fiRS525{EEIFBIAIRO (fI40 3308, 3309 #13310) , iBH&E
RSN 3306, EARERS AT LIAIFEIARGO,

e Azure Database for MySQL RiERSES EASIFHIEMNAHIERSIRE (SQL). EAREIRSSILCEN
KERRERY, BERHEMNPRITEREES (FQDN),

MeE—BRSSERTFEEIRIEMRSS 3R

THEEUN{E M Azure Database for MySQL B—pR5S881F# 2! Azure Database for MySQL RiEIRSSEE.

ISHRIESChMA R, FENAITA:

% T2
=2
=

i Azure Database for
# MySQL S AF0 Azure

/ CLI

i3

H

B HIEETIRRS(EE)
% 5 Azure [

B URETREIRSS (R )
Hl 5 Azure [JF

FER

#F2 . {$FH Azure CLI {9 Azure Database for MySQL Import

#FE: Azure [JP 5 DMS (Bi#)

2 Azure [JP5 DMS (BXH)

SEFA T R IEREMTR T ENE—IRSESTBRIREIRSES, BAA/9IE#EE] Azure Database for MySQL

EEGERITE.
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https://docs.azure.cn/zh-cn/mysql/migrate/migrate-single-flexible-mysql-import-cli
https://docs.azure.cn/zh-cn/dms/tutorial-mysql-azure-single-to-flex-offline-portal
https://docs.azure.cn/zh-cn/dms/tutorial-mysql-azure-single-to-flex-online-portal
https://docs.azure.cn/zh-cn/mysql/migrate/how-to-decide-on-right-migration-tools
https://docs.azure.cn/zh-cn/mysql/migrate/how-to-decide-on-right-migration-tools
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HXAE

e Azure Database for MySQL - BB —fRZESHIRFNE

e Azure Database for MySQL - RiERS5ES Azure Xig
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https://docs.azure.cn/zh-cn/mysql/migrate/whats-happening-to-mysql-single-server
https://docs.azure.cn/zh-cn/mysql/flexible-server/overview#azure-regions
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1X#% Azure Database For PostgreSQL

Azure Database for PostgreSQL - B8—R55881H%ITF 2025 &£ 3 H 28 HZEifEH. EFiNi& Azure Database for
PostgreSQL - EE—fR55881F75%! Azure Database for PostgreSQL - RiEARSSEE.

M Azure Database for PostgreSQL - EE—fRSZ25F2F Azure
Database for PostgreSQL - RiEIRSEE

TR RS EEE RIERSS 8T T EM Azure Database for PostgreSQL - BA—R53 881 F8E! Azure
Database for PostgreSQL - ;EIRSZSE.

HXAE

e Azure Database for PostgreSQL BB—RSZEEMNRFNE

e Azure Datbase for PostgreSQL - R;EARSS28 Azure XI5
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https://docs.azure.cn/zh-cn/postgresql/migrate/concepts-single-to-flexible
https://docs.azure.cn/zh-cn/postgresql/single-server/whats-happening-to-postgresql-single-server
https://docs.azure.cn/zh-cn/postgresql/flexible-server/overview#azure-regions
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1F52 Azure SQL =R

1§ Azure SQL BFMN—MXIFFaZIZ— X, BIfEFA bacpac XHHHITSHMSA.,

TR
o PRIESHNESMEST—H, YIHRSHIERKESNES, BEEENSIRRRNZS0E55
—HERIA RS,

o WIERZESHZ| Blob 7Ff#, M BACPAC XHHIERAAKR/NA 200 GB, HEFIYE AR BACPAC X4, &
§5F8 SqlPackage SHEIAMTZSE,

o Azure TFEXMEBAEELL . R, FAEFREEAETRFRAE <. >, * % & .\ /. ? FHHRFH.
MHEBRIRKENZDT 128 MNFHF.

o MNRSHIBFET 20 ™A, FTREREUEERE. HREBSHIETIIMEE, ATLAHTUTERE:

o HRHESITEX/N.

o TESHHAELILFEIERFSNEL.

o XIRTEARRLEMEAE nul BEAESEZS. NRAEARERS|, SEHEET 6-12 ANThT,
SHEgEREM. XREASHRSTESTHAFRIEME, FTREXSHBNRE, WIARES
ST — MF AR, 15T DBCC SHOW_STATISTICS FHHi{F RANGE_HI_KEY 7~
= null HEESHRY. BXIFHER, BS(H DBCC SHOW_STATISTICS,

XTERARIEERE, BACPAC SH/SAIRERERKANE, FEAIBSESHRELRY.

BACPAC XS

TR BRIASHHER Azure TP Azure SQL IEESLISHEWERER BACPAC, B[ EE510,

ESISEUER S HE BACPAC 34,

BACPAC XS A

{RETLAERR .bacpac SXHEE SQL Server HURES A Azure SQL #uEREERL SQL $E&scf5l, BILAM Azure Blob 75
il ((PRARETRE) PEER bacpac IS M AU EFIIAFESAEIE. EEESIRHESEERNE
FESNERERAN, EESASETEHIEET BRESHNRSERFNIEXNITEXN. 25, ILUESARK
ThISHATYaE R

& M SqlPackage 4RAYHEIT 4GB Y Bacpac X4 ATBETIEM Azure [JFEL Azure PowerShell &N, FHER
—FEIRIER, 18 File contains corrupted data., XEEMAMAIER, BRI IEZMFH SqlPackage ap${TsE
BT ESN bacpac 3. BXRIFMER, B85 SqlPackage F issue log,
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https://docs.azure.cn/zh-cn/azure-sql/database/database-copy
https://docs.azure.cn/zh-cn/azure-sql/database/database-copy
https://learn.microsoft.com/sql/relational-databases/indexes/clustered-and-nonclustered-indexes-described
https://learn.microsoft.com/sql/t-sql/database-console-commands/dbcc-show-statistics-transact-sql
https://docs.azure.cn/zh-cn/azure-sql/managed-instance/sql-managed-instance-paas-overview
https://docs.azure.cn/zh-cn/azure-sql/database/database-export#considerations
https://docs.azure.cn/zh-cn/azure-sql/database/database-export
https://learn.microsoft.com/sql/relational-databases/data-tier-applications/data-tier-applications#bacpac
https://learn.microsoft.com/sql/tools/sqlpackage/sqlpackage
https://github.com/microsoft/DacFx/issues/363
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TR BEBEUEEM bacpac TR Azure SQL IEESLAIGh, 5{EF SQL Server Management Studio B,
SQLPackage, ZBiAZH=FHER Azure |JFEE Azure PowerShell,

RS bacpac SIHSNEIRERE.

BEMES i
1. SESIRRER: B SOL FENMIE, WRNIEBEREATES,
2. WNERIFIES: EEPBETAIT Azure SOLNRIERFIRS, WREERES.
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https://docs.azure.cn/zh-cn/azure-sql/managed-instance/sql-managed-instance-paas-overview
https://docs.azure.cn/zh-cn/azure-sql/database/database-import
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1X52 SQL Server Stretch Database

SQL Server 2022 (16.x) 1 Azure SQL $UEEFEF A Stretch Database, TEAUERES [ZERIGEARASISIIBRILL
Ihee. BERERNTIA TIEPERZINEE, HEFIER XN ERZINsENR AR,

HXRE

e  Stretch Database - SQL Server Stretch Database | Microsoft Learn
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https://learn.microsoft.com/zh-cn/previous-versions/sql/sql-server/stretch-database/stretch-database?view=sql-server-ver16
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1X52 Azure API &1H

WEIE API EIESLHIN— Azure KIFEEIRIS— X, BERZIRSHSE D SIAREE, ReJLUERARERN
AP| SRR TR INEBR,

TR

o  TERMBERXEEFAERR AP EIEENE.

T
o EBE API EEE N SINRBRFRIERE RS,

o BEEIEMINE. CRERILAEFEFEHNEIIREMETE.
o  TERXESIEFIEIT. (RIGFERLIKFEDIRSES.

HEEHIEZL

el 1: EAB—14 AP ETEHIETR

1. EEFRXEEEH API E3ELf, FIRENESIR API EELAER. FFLEIERARRAIBR.
BIE AP EIESLE (H BHFENKF.

KRLHIEMDITREIFRRY AP EESLA,

RBE—MERIREXE AP EIESLAINBE RN, BEEREENE CNAME, EZfSHEFH APl ST
R

5 WMBAEMHNE, BFNEMEIE.

IR 2: (ERAR—1 APl EIREHIRTR

R ARG AP EIESLE), FETBHIRESIERNEE. BHHREMFRIRSLAZ Rt TRRER.

P w0 BN

1. BIE AP BIELIE(H EIFHENKF,

2. MBRRXIHHAT AP EIESLH,

3. TEERKIEGIEA AP EIELHI, FrRARFRSRKIEER.
4. BRLAINEDIAER BIRXIRRRIH AP STELA,

5. WIBEAEHHIIANE, BFNERCIE,

BEAIE

1. EEABEFRXEF AP EIESLHIZET, BRI RIERIRIE.
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https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore?tabs=powershell#back-up-an-api-management-service
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore?tabs=powershell#what-is-not-backed-up
https://docs.azure.cn/zh-cn/storage/common/storage-account-create?tabs=azure-portal
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore?tabs=powershell#what-is-not-backed-up
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore
https://docs.azure.cn/zh-cn/api-management/api-management-howto-disaster-recovery-backup-restore?tabs=powershell#what-is-not-backed-up
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2. EEERREEIEPIAZENBIRE. TH: EUNSEE. FETERR. FRARIDTFASLR
BENXEFIEENX CAIEH.
3. IniEBtRXER) AP EIREE S, Flgl, T AP, BaBAIFAARIIF.
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11 Azure RIFHBRSS

k5

Azure MRS XIFFEEE

o EIREM
o IRHER
o EREIHH
o ETEM

o I

o FHE

Azure Web MR IHF2

o IR

o IIRRIESR

o SBB—: FPWAE Web MRS
o HERT: SIEBERXKERIR

o SR=: NENARSEHFHXE
o LB WIFFE

o SEA: EREHE

o BN EFEIHERR

o SENM

Auzre MRS XINFE LT

Azure R RS LUHFRBIMERIEBESAEINITE Web . BalFislAR RESTul API, MIAEEEEM
g2, CIRUHBMEHRFIET B, SdF Windows F Linux, FHS2#EM GitHub, Azure DevOps Ei{Ed Git 17
EHITEmEE.

MRS EFERFETXEN, FEXE®Es. YAEBRRETEIZNENARSTRNEIER, RAEHAR
BEEVEFNA. MRFAOFENAEREENE, EThEEMG, BHITHEBRXEaFNA.

FoRF
. THREIR R\ SR RS RS,
. WEETEREBASIRE RS ARSI R R TR,
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o ISIFRA NI Azure FREEHES T XIFPRH.
o  EFHTEERA, ENTERZFEMETREREMNS. S2LETRNNA, BERENITERS.

REED 3
B RS AI AR FRROFTE R FIBRSS 2R, A0

o NAAIRSSIME

o NAABRSSITLI

o BREBIE(Z

o 1E Azure FIISERIEE NI

e TLS/SSLiF$

o Azure RRHAMILEREERK

o« RAEE

o FEEIRR

s BNRE
HUEER (FINSANIERRREER) S8 5HM Azure IRBIIER. BXRUITBXIFBMXLFRINER.,
IBSIYEN ARSI,

EFsitil
LT A EREEEEEEIIE
o R, FHATRFKIR

e Certificates

e EE

o VNet i&EiE/BENZFR/DNS
o fRR

o RBBER

=35

W&, FHEFTRFRIRIT
o WENRRSNAEERSERTRES.

o  HMBENAEFRABTRRESEFTRES.

o FRASIEFMMIRE. AURNERT, ENERIIEFIMRE. FRSIEFIMARSEET R
TS, (HIRBRSE TS INERER T FREINLY (EIREERTEYBENERT) .
EATREIIEIR T, EMEANARFRSIMER AR RS, MR, XaeRam.

167


https://21vcaepricing.azure.cn/?lang=zh-cn
https://docs.azure.cn/zh-cn/app-service/environment/overview
https://docs.azure.cn/zh-cn/app-service/overview-hosting-plans
https://docs.azure.cn/zh-cn/app-service/tutorial-secure-domain-certificate
https://docs.azure.cn/zh-cn/app-service/configure-ssl-certificate
https://docs.azure.cn/zh-cn/app-service/configure-vnet-integration-enable
https://docs.azure.cn/zh-cn/app-service/app-service-hybrid-connections
https://docs.azure.cn/zh-cn/app-service/overview-managed-identity?tabs=portal%2Chttp
https://docs.azure.cn/zh-cn/app-service/manage-backup?tabs=portal

Microsoft Azure & T 422 &L BX ==

DITEIRRFERF R, AENARETHIGIEEERTHR. B2, ClErseENARERE
ECEX M TERIEHEE. EESRANBHNTEREMLS, SFIEIEIR/ES. ST
AAEGERKBENAERER, BiRKEhaIn AR RIERX I ASIRERIMEREE.

PHTINEBETRF (Fl90 Redis) . MRAJREIAN REFHRENAREFER. IWEFIERS. SH
B HERIELAN S B A B EN S — AN TR0,

ST APl (EUSZFERERS) KA.

DI RIXEEBRSS. Application Insights 71 Log Analytics #iERXEIRSS. HEEEBRXEH el
#7189 Application Insights 1 Log Analytics 77, X3F App Insights, #TEiRESRIMVAERNFEEE
BB TEFANEREF AR,

Certificates

N RIRSIER IR o RIFAIRIRERITR, (EREEXERH. AILSHINEBEAILISN\EIN e K
9 Key Vault ff,  LSHMSANSRFRT KIS ERI%D.

[Tt

AL Azure NFHFEAIIE NAIREMERFARIRE. B RE>"NREE", I NARE S
"EEFAR TR BREE", FREESWEIRESEEN JSON i, FEEHKEHERCRIXL
RE, EXEEFSARESHATERRS PR EENMER.

oS Azure HIFINR SHINA Key Vault 5|1,  WVEHR K EH IR FIS A,

NAEERLAEY Azure NFEFFECEREM—LP0 (TTiF) SURRRKITEE. EEHINA
EFEEFMEXEESURFEX, THIERRENIPMNEASET KErIRE.

WREEHIHMEXHEE, ZEEI SRS BERRER.

VNet iEE/BITEENX BZTR/DNS

RIFBRRSZIMER VNet i ENBHEFRS. NARSZMENESFAETSHEFNARS, FEFE— &R
"ERRER"E X VNet S5, Bt RTREIEFE A IF(FRRVIETNEIEET Bk P2S VPN Y VNet S50

IBEIERE (Azure HPEARARSS) .
EERXESEFRCBEARESR (WFER) . XEEERTXE VNet 55,

NFRBRSSIAER DNS BEEIEFEABEEN DNS fBRAARHITERE (B NAHE—  \FhESE
) . NARSIMNEAND/MHORMHREIERR, MNRRSASENLETRHE. Bt rgst
BEXEBHERAR—NARSMEAORER. NARSHMEATEEIGIE.
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o FEENUBREMNRSESLHEERR, URFEGRXKEFIONAE. 8%, BxieliE#AY Microsoft Entra
ID N3 (EasyAuth fERRINAY) FUASINFAEEIFEETR.

o  FAFPSRAEERREAREEXERL. HEEAFORITERRARBENANR—RFAS, LR
AR ERR IR,

o HEEEMARST, BEERRRTSESRNRARMERNNIR, SEEMRRSM.

o IHRIBRRIEHE (IDP) EEMEIBFKE, KE Microsoft Entra ID E—INEBIRSS, (BRLMASE
ke F AL (¢ TiEF) IDP,

o BEHTRREMEIFTALMT Kudu FTP SEHBHIR FRRSS.
IRBEER

Azure N FRIRSSAIREIUMI B IR SS R A mBRHIRITE R ETANESATILE,  Loh, R BIT X AR G RE S —
£ IPv4 (Internet HMMARZS 4) HEUBTHEl. (HAIMINBERRISEHHONBRBLENIXLRR. MRES
B O RIREKIEPEE TIRSZEER, WEEEBRXETHITHERRRE.

BERINE Azure NEIRSEFCIERIE XIS, HIUEELEIEE VNet FIFM, ANER{ER Azure BiREEBes T E
WTHAXLE RN, IASERERSERER. Bit, EEFHIERERSEREN, XTLUEH Azure |7]
F. Azure CLI 8% Azure PowerShell €555k,

EEM

EEEFMMNARSRIR, AR Azure [JFEEMEEHIRMES (1aC), ETRIREFRNARTLUERLEN, &
BRKENARIELIRE, TEGREEEMEIBRXE, WIERREHINAIESIMEHIRSAIIER.

{5/ Azure [JPH#HITEEN

EM Azure [ JPHEITEEMISAMEZEERM., NA. HHFRASURIFSREEH R ERFINARS &
RO,

A Azure [ JP SN BIRS RIREEAEIFXE:

1. CUEEIRNFERIEMD.

2. fEBRXERIHETN RIRSS TR EE— AL,

3. HEBENATERED

4. WRIRERBRESNE, B asuid IRANSHIEZIBRNA, FEBRNAFERZE.
5. KBBENATHEMIERSEENSFENAERE, FRIEHRNVEE.

6. SIREHESFIREENEISAERAAERT, EMRGIES.
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{$5F 1aC HITEENL

UTFEINE R EERANIF LRI /ERE (CI/CD) Biaai I gIiEiZEERT, #/A 1aC. &7 CI/ICD &i&, Faimiyss
EB/EL Kudu zip EREEBIRXECIEN AIRSEIR.

BEIIE
SSRERALE, ERTEIOENNAIE Azure RIFRSS:

o 1§ Azure NARSEEMEIBFRXESS, STEEUAMERI. TFhKsiEIHAE T,
R AR EMIKIEIRCIEmRIEE, LURATECEEREIEERIAE.

o IQIFRTE Azure N FAARSSLEHFNEERL.

o MBEMXEHMBHITERNL, BEAEERRIPNN. SEUHNSERT TIERERISEREFN
IR EM TSR

o HERUEAT, FRIRAEEEMEEER. WYNAEF Azure BIRINENEERBREEXHHIIE
BHBR T, ERREISRIGERN T FRAHESHSEN. Rl 2RI FNENES eE
A=, BN, ERREMNRIGERRRIEMSOIIN REF B GREIEMER. NMRESEYNT
et B RE R SR B T E.

ik

MBRIERL RN FRARSS TR, IFRBERFNNARSITISTERA, BERFRBIERETHNABENLT.

Azure Web MBI FE
kiR

KR EFMETTIESUTIE Azure Web R (Azure Web App) N— M XIFIFBRIB— X, WIHSERSESRD
NERNARS. EERXKIGEERER. SENARS. RIDTRERESE,

FeRtEs
EFHAEB AT, BRERA RS TIFERm:

o CHIABRXESF Web MRS,

o CEOMBEXIELES.

o  HRREIBIETEEBINRH TRIREEINEE,
o THRIE Web NFRIMKIIFIACE.
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F£B—: FHWE Web A
1. BF Azure [,
2. SiRENRFEERAI Web FIF.
3. TEAMSHZRE Y, HEEEH".
4. EERROHEFEWFIISSE, FHUTEHERE.
5. THEHXHHLEFE.

Azure CLI 7=l

# IREZE

$RESOURCE_GROUP="your-resource-group"

$APP_NAME="your-api-app-name"

$BACKUP_NAME="your-backup-name"

$CONTAINER_URL="your-storage-account-url"

# BIZE 1D

az webapp config backup create °
--resource-group $RESOURCE_GROUP *
--webapp-name $APP_NAME *
--backup-name $BACKUP_NAME *
--container-url $CONTAINER_URL

B tIEBFXIE Web I
1. 7E Azure [ I, SAREIQIEER".
2. BERFHEE Web A",
ESHI5E Web RFEAER, FSZRRKE (EEAKE) .
4. FREMFIRSITE" (App Service Plan) , HfikiE ERKEAIERA.
5. FMOIE, FEERENRER

w

Azure CLI 7=fl:

# RETE
$TARGET_RESOURCE_GROUP="your-target-resource-group"
$TARGET_LOCATION="your-target-location"
$NEW_PLAN_NAME="your-new-app-service-plan"
$NEW_APP_NAME="your-new-api-app-name"
$SKU="your-new-sku"

# BIZZEZ A (JIRAFE)

az group create
--name $TARGET_RESOURCE_GROUP *
--location $TARGET_LOCATION
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https://portal.azure.cn/
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# GYEEFTH App Service 114l

az appservice plan create
--name $NEW_PLAN_NAME *
--resource-group $TARGET_RESOURCE_GROUP *
--location $TARGET_LOCATION *

--sku $SKU
# BYEFTHY Web JifFH

az webapp create
--resource-group $TARGET_RESOURCE_GROUP *
--plan $NEW_PLAN_NAME *
--name $NEW_APP_NAME

SR=: HENMRRSEFXEY
1. SEVEOIREA Web KA,
2. TEREES, WEEH.
3. RESHEHKCTSE, RESHHEE Web A,

Azure CLI 7=l

# IR
$NEW_APP_NAME="your-new-api-app-name"
$NEW_RESOURCE_GROUP="your-new-resource-group"
$CONTAINER_URL="your-storage-account-url"
$BACKUP_NAME="your-backup-file-name"

# B a0 5T Web i/

az webapp config backup restore
--resource-group $NEW_RESOURCE_GROUP *
--webapp-name $NEW_APP_NAME *
--backup-name $BACKUP_NAME *
--container-url $CONTAINER_URL *

--overwrite

SEN: SIFEPE (S EMISIESpE-appsvc}
1. 7E Azure [JPh, SARZIFRXIEARY Web KA,
2. iAla Web RIEBRY URL, FR{RMEBIERIET.

3. HMEATMGEER BRIEERNSE.

Azure CLI 7=:fj:

Ya¥=--1; 1

$NEW_APP_NAME="your-new-api-app-name"

$NEW_RESOURCE_GROUP="your-new-resource-group"

172



B Microsoft Azure i t 22 Z B¢ =w

# A EARESHYI URL

az webapp show *
--name $NEW_APP_NAME *
--resource-group $NEW_RESOURCE_GROUP *
--query defaultHostName °
--output tsv

£BA: HGREHEE
1. E%7 DNS iCREREIHEGR[ECE, BmETIIEIFIXIEHN Web K.
2. ISEREVREHINARS, BREREET.
3. {sF3 Azure Monitor ] Application Insights #{TI4BERNEEEEICE,

SBN: FHEIEER
1. BHASTIKE Web RIFATEMESIMFIRSIEET, FESETE,
2. SHENREKEA Web FIF,
3. (BILFHRIER S Web RIFRIRSSFIEX AR,
4. BREHSHRERES OABED) .

Azure CLI 7=l

# (ZLEIART Web f7fH

az webapp stop *
--name $APP_NAME *
--resource-group $RESOURCE_GROUP

# MHBRIART Web [/

az webapp delete
--name $APP_NAME *
--resource-group $RESOURCE_GROUP

# WYIEIERYT App Service 114 (IR RERMWIFIEE)
az appservice plan delete

--name $PLAN_NAME *

--resource-group $RESOURCE_GROUP

SEH
e Azure N FIRSHLA
o Azure MRS

o Azure 850470 (CLI) 314
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EHAEER, BRI Azure STIFEBA,
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1F#2 Azure loT Hub

RIXNEYENG 10T TR X,

EEIBHO, FRE-INRETOESEEDISURINTR. AHSHIPOREFIRIREMNXE. R+
OFMERNRI—TREEFHANT G, FEEERERNER, BAPORIRGREFBE—,

TEEEIR

EER loT bZRl, BIVESEFEEE.

o  WRERGUETETRNINEENUETEAIA. FERSLISHRIZM, EFHIFRAEIREERAILA
EHAIMERER.

o  TEEIBRMISIDIRRNRA R, FEMRREERE. —BRRENPO, SBEXARR, FERE
HIETLWRE, EthalTEeE R ESEERHRIERI S0,

o JRA Azure loT PIORIEIEASIER. ZEUEREREHE. =REIRE (C2D) MasSLARIEIAEXRAYE
B, BRNHEIFGSEICR. SIERCREREARITS.

o  FEHXIBEMIEHRIEAMTER. BREREIFHPOFTECE—ENIE. WRERSNSEH
J5ik, BEIENIHERA, 5 500,000 MREFEATREREALIM NG, M#a) 100 5T MREARLIFEL
/NS,

o EHERAHEHRRE, HASRESHRFHLO.

o MRIRFHYIZLEA DPS MlcH), BEEHEIEMLAEREFRT loT b, Af5, EFTREIRELL
EHEEES MNREPRIEEER.

o BN, RRERSNSHEERENRE, RRLRESREAREERHPO. Fln, =%
RERENERFEMBRBIEPRY 0T POENE. REIGRAZ loT POENE, BEIFR
FBEIEPORER, ARKHEMEZRRHEHO.

o FHEEHHEER, LMETSEATHAR, 15, (REJEEER DNS RPNEMIBEENL THO, HE
FEEHMXL DNS 5.8,

ik
TEREH(TFENANTER loT OEEDRSE.

1. BHhORHERESHIEREESRER.
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2. XIRMREITERFROER, BN, FNEREROERAS ERNEMRIAE. TERTBETERRS
REERIVMHIRR, BEERFENZERVEN.

3. BERSAIITHUENFRREA. WSTEOIEHAY loT il
4. BREFEEHITEL.
5. BIIARSHEERPIEEIRE.

plgn, EREERASSHENERY. FEFNSEREERNZNERP, HEELEPOREER Azure
ISR,

6. BREMNRAPOSFEFTHO, WERESEDEME Azure oT FORNEETDHT T NAE.

IR S R

RFRPOMERE SRR, NSHPOERIGIESRIEEEE, ERNERTREFS. WRER loT Fulid
X, NSRS RARFEERIREFEVE, ERECNBERFARE RREFER. BEEBHER
BRI R B IR AT e SEUERER M TE.

SNERPCMEREEISE, (RATLASRARIEGE.
o  BRATHHKERINEFBEE.
1. & Azure | P REGEE BIREERRIRE S FNLIEFH R,
2. ERUEIZMNFERFESHTEDR, BAC(IFTERGERE—RISZR.

3. HEEIEFPOZEN, P ORERTERSRSMIEIRER. SO, XEEIFEN

%7 E.
o T EBRHBTRRLERNAR. & ERE ERXEER.
1. HEREEROSERD, FERRS M BHZRNERGEBNER, AEHLEHHO.

2. MBS IRRREEARR, FHEERESHRRBIXERR. HTPOMBRZEREFAE
B—IE, FEItMRESIRHITE.

. s
EFEPRUEBEIS—1 M KiE
AEDIRMHERIERHORIEAIRE,

1. BREFPOLSHBIFRER, SXXHRFEIUERENEMIE.

2. (EXUERAE. WTEIERSESIREIE A templatejson B, HRIBCIRER, EBXIITRE:
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o WMREBEXEAR, BHIRIEHIBSEBIREEED.
o JHIER storageEndpoints &4,

o KRR THME" BUSIBIRXE.

IS HREERER

SHEEERHANPUNRREEMEREN, (FEEISHIMERPHARRHXETRIER. SiINERE
SFERR. ESAFPOERFIRIZPOZE, Y P PEEIXERFEFIGRER, RREREHR.

NEREBHN TEARIR, BHEHESMERIETR. 1D RRA.
1. RERAERAKEAENER, FHSEREERS. LM Azure P hRIEIRIGRER.

o N, MRERESWBHZIR NMFHEDRS, BRI HREMENAEMEIKS, £IRE D Tk
FIpRER", REREHEPH—IER. BXSHERE, RN TR

"connectionString": "DefaultEndpointsProtocol=https;AccountName=fabrikamstorage1234;Acc
ountKey=****",
"containerName": "fabrikamresults",

SRFERFRIKFERRE, BRERAZIRIR EAFE Accountkey="*** i, BIKES.

o NFIREBELRNF, FKENS SharedAccessKeyName IUERMIHETSEE4A, FESE JSON H8Y
AN SharedAccessKeyName:

"connectionString": "Endpoint=sb://fabrikamsbnamespace1234.servicebus.chinacloudapi.cn:567
1/;SharedAccessKeyName=iothubroutes_FabrikamResources;SharedAccessKey=****EntityPath
=fabrikamsbqueue1234",

o EIRBERITIRSS LT Azure S PILIERBIER.

B INEkRR TR

(ERREEINERCIET L. EERMRERR, NMERUERERR, FEFERPSIAE, LIEHEE,
MRAENEBARR, MEESSERRPANEERERIER.

1. BF Azure [JF,

2. EERR

3. TEEFES, HEIHSEEIRBE(EREEERGE). TRIRTEEFEL, HEE".
4. TEENFEBREL, EEFEREFPERE IR, LIETLUASIH LERIR.

5. RIS
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6. NINZISREBRIFERFIGHIES, RRIEEIH . BEISEmEEOPINEIzER. & RF.
7. E'EENHETWLESUTFR.

TR SRR,

HiRE: EENERRESCIEREIRE.

Xi: RREETHAENREE, WAKSHRERSTRAMECENXE., WREIETHHEIRE,
XERIZEREFRENE.

EEFHER BRPORIERFER.
RLBTR: AFTOEGRE.
8. EEF'EE + el k.

9. EF'CIEEE. NPSRIMRRERFARRENTO. WREHRARERE, ZHEBEIEHOR,
(EiEaf TR ERNER.

FERSANSHEEISgSEHEIFRC
AJLAERS 10T C# 7~5: JEFET C# HY Azure 10T SDK SEHHTIREBHISAFISHE.

BARLEESR: WIFanTER loT Ful - Azure 0T Hub

BEER

AJLUIE Azure JFHREEIRSE, FHABIIREHIEUE.

1. R Azure [JFEREFRO. EFZPL, RFIEE 10T IRE". RESEZINBHOEHZEFTHONR
&, EHLUEEFPORNEL.

2. IRESNSHIERR: 7 Azure | ] HEEE| Azure TZEIKF,, SAREE ImportErrors.log HY devicefiles &
B8, WMERLEAT (KNA0) , RFARKEFHTER. MRERBABREANE RS, FREAN
eiEfiziRs, FHE—EEREERINRIREE.

RS, REBPOERZEFME, FEHREEIBIFTL. BT RFEHTHENEN, FREEBSHHOE
aIfE

EREREY, FETUTER:
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o  EHEMRBLUEN loT fLEHR, 8 loT ROENRIERH PO, NEREXREIRERATRRIE
BT ERATILERE,

o ENSIAIBRORMBNAEER, EREEFHO.

. SHUE, FRLNAREBHES. RO RN e TSRS,
[BliZ R s

RIRRERRES, BHATIATEE:

EHEMREBLAEL loT PIOLEHE, 1 loT RIOENEBIERIBFO. NERBERINEIRETBIME
B7TIERATIERE.

FXE I BEHPONFENERRER, FEEEIESC. HIa0, WERFERRR Azure Analytics, METEEE
EFBCE Azure TN

BRFTC.

NRFAMERIER, IO EREE(NAERERNKERE, FEEIRPUERRE, ENzAER

WEESR

EENEER, B8 loT BRARELMEOMTHUENFL, REETE. MBS, B ORTLA
XBRORTRITHIERERE, FREREIIERLIE.

INRELHEEE, BUHHHRE RS EfRIRREIRR.
==
=]

EREHFPOCSEMFIET, FEREVIERIEZR, BAEFERR. B, WMREATIRHEIE, w52
MTHREH T, EEHER, FUTUATERREERRR:

o MBRIBC (IRERXEHR) . XEMNZFORBRAEENRNRE.

o WRCKEBERRBIFMUE, TLAMRIBIRBER.

REES R

WESR loT POERIRE—RIERE THXEFEHO. BXX loT PURRIRRIEMERTH BRI EINFE
R, BEEMESAISH loT PILIRETRRA,
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X2 Notification Hubs

RXNBAITIE Azure IBRIFIOZREBEIES M Azure Xig, IHEFEREON:
1. BIE—MERS—BHNBirmE=E.
2. (FRSABHAIRIREM.
.
FoRFH
o HHA Azure ITEMIFEETRXEFEIEE Notification Hubs,

o Azure BRIFROARTAGIMER—TIT R, FEEMZHOHT, B, EERITIESHRSEE, ©IERT
BXEHEEFEIPO, AEREMARIEREMERA SRR eZamR=E

gl EAHE R FRRER O R R

BRRUT LS REFENPORETE. EEFERERFHESHEYHERER, SEnaz=BipERmxX
iﬁﬂ

1. BF] Azure ],

2. TEAMEER CEEFRIRSS, ST Web + BaliffoitiFE Al EEMPORE L, £TEE ik
AU,

3. EEMACTELMEFEBSERF, EENTER:
o EMBZEEMEETIFHETHRAE—EIR.
o HRTAEE—AWSMENFL, EBEBHMRCEHRERTRAFONETR.
o MEBTHFIREREEE BEEEEEEPEEN+TONMUSE.
4. RELIE.
Sl ETEE, ERRRERDETETN PNS &8, HEEMhasmhSRrRg.
ERHERS
o  BISANMSHAXHTER, BSRHLESLHISA Azure BHIHLE,

TR SHESERE, EEMRISSSE TR ExpirationTime =E&,
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e A foyriapn s
HiigEI—dp A==l (B]ik)
ST M B aRFa 2T BRGEMSHE, ATLURIEEERR BaE= .,
1. HAR—XFHNIERRTE.,
2. BEHER, AEERRSRFEEETERBANGZTEBIR.

3. BEMiResE S REEEITHIMER.
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